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UNIQUELY IDENTIFYING BLOCK
CONTEXT SIGNATURES IN A STORAGE
VOLUME HIERARCHY

FIELD OF THE INVENTION

The present invention relates to storage systems and, in
particular, to uniquely identifying block context signatures in
a storage volume hierarchy.

BACKGROUND OF THE INVENTION

A storage system is a computer that provides storage ser-
vice relating to the organization of information on writable
persistent storage devices, such as memories, tapes, or disks.
The storage system is commonly deployed within a storage
area network (SAN) or a network attached storage (NAS)
environment. When used within a NAS environment, the
storage system may be embodied as a file server including an
operating system that implements a file system to logically
organize the information as a hierarchical structure of direc-
tories and files on, e.g., the disks. Fach “on-disk™ file may be
implemented as a set of data structures, e.g., disk blocks (or
“data blocks™), configured to store information, such as the
actual data for the file. A directory, on the other hand, may be
implemented as a specially formatted file in which informa-
tion about other files and directories are stored. As used herein
a file is defined to be any logical storage container that con-
tains a fixed or variable amount of data storage space, and that
may be allocated storage out of a larger pool of available data
storage space. As such, the term file, as used herein and unless
the context otherwise dictates, can also mean a container,
object, or any other storage entity that does not correspond
directly to a set of fixed data storage de-vices. A file system is,
generally, a computer system for managing such files, includ-
ing the allocation of fixed storage space to store files on a
temporary or permanent basis.

As will be understood by those skilled in the art, many
storage systems store a checksum value with each data block,
e.g., a count of the number of set bits in the data block. In this
manner, when reading the data block, the checksum may be
confirmed to ensure that the data block was read correctly,
such as where a newly computed checksum based on the read
data matches the stored checksum. In addition, certain stor-
age systems are configured to store context information (or
“context signatures”) along with the checksum. For instance,
certain storage file systems, such as a Write Anywhere File
Layout (WAFL®) file system (available from Network Appli-
ance, Inc., of Sunnyvale, Calif.), may implement various
techniques to point to physical storage locations for data
block access. As such, while the checksum may be used to
confirm that the data within a stored data block was read
correctly, the context information may be used to confirm that
the data block accessed is the correct data block.

For example, context information may comprise a buffer
tree identifier (“buffiree ID”) of a volume (or other storage
grouping representation, as described herein or as will be
understood by those skilled in the art) that wrote/stored the
data block, a data ID of the data block (e.g., a pointer to the
data block as used by the volume), and a write time (e.g., a
“generation count”) indicating when the data block was writ-
ten. For instance, when reading a block of data, a volume may
confirm that the bufftree ID and the data ID of the data block
context signature match the expected bufftree ID and data ID.
(Currently, the write time is generally only used to confirm
valid data, i.e., that the data was not written in the future.) If
the context signature does not match, however, then the stor-
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age system may determine that the data block has either been
incorrectly written (e.g., a “lost write™) or that the data block
has been moved (“reallocated”) to a new physical location
(e.g., to defragment free space by cleaning segments, etc., as
will be understood by those skilled in the art). Accordingly,
then, the storage system may attempt to recover the data
block, that is, attempt to locate the physical storage location
for the re-allocated data block, or re-construct data from
parity in the case of a “lost write”.

Occasionally, a copy or “clone” of'a storage volume (i.e., of
a “parent” volume) may be created, such as for backup pur-
poses, for writeable copies, etc. Clones, generally, may be
initially established by sharing the underlying data blocks
(and physical storage) of the parent volume, and as each of the
volumes are modified, the shared data blocks may begin to
diverge into data that specifically belongs to one or the other
volume. An example technique that may be used to copy/
clone a volume is described in commonly owned, U.S. patent
application Ser. No. 10/837,254, entitled CLONING TECH-
NIQUE FOR EFFICIENTLY CREATING A COPY OF A
VOLUME IN A STORAGE SYSTEM, filed Apr. 30, 2004 by
John K. Edwards et al., now issued as U.S. Pat. No. 7,409,511
on Aug. 5, 2008, and in commonly owned, U.S. patent appli-
cation Ser. No. 10/836,112, entitled WRITEABLE CLONE
OF READ-ONLY VOLUME, filed Apr. 30, 2004 by Robert
L. Fair et al., now issued as U.S. Pat. No. 7,334,095 on Feb.
19, 2008, the contents of both of which are hereby incorpo-
rated by reference in their entirety. Currently, clones typically
inherit the bufftree ID of their parent volumes in order to be
able to read data blocks that are shared with their parents
without triggering a context mismatch. In particular, when
reading a data block shared with a parent volume, the clone
volume still confirms that the bufftree ID and the data ID of
the data block context signature match the expected bufftree
ID and data ID, i.e., thus the bufftree ID currently must match
boththe parent and the clone’s bufftree ID, otherwise creating
a context mismatch. (For example, this may be necessary to
avoid false positives while reading shared blocks between
clones and parents.)

In many situations, using the parent volume’s bufftree 1D
as the clone volume’s bufftree ID is a viable solution. How-
ever, by having multiple volumes share a bufftree ID, in
particular, multiple volumes that are independently able to
move, delete, and create data blocks with corresponding data
1Ds, the potential for overlapping data block context signa-
tures exist (i.e., contexts with the same bufftree ID and data
1D, but with different data). Specifically, this potential for
overlapping may result in data ID “aliasing”, which may
result in incorrectly returned (and confirmed) data. As such,
where data ID aliasing has occurred, it may be impossible to
detect incorrect data blocks (e.g., for lost write detection) and
to correct an incorrect data block, e.g., using a reconstruction
mechanism from parity; and to correctly locate blocks in the
case of re-allocation.

There remains a need, therefore, for a technique that
uniquely identifies block ownership among related storage
volumes (e.g., among parents and clones of a storage volume
hierarchy, etc.).

SUMMARY OF THE INVENTION

The disadvantages of the prior art are overcome by provid-
ing a system and method for uniquely identifying block con-
text signatures in a storage volume hierarchy of a storage
system. In particular, a novel technique is provided that
allows for fine-grained context checking, particularly for
clone volumes and their ancestors (e.g., parent volumes) and
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sibling volumes (e.g., clones of a same parent volume). By
assigning unique identifiers (“IDs,” e.g., buffer tree or
“buffiree IDs”) to volumes of the storage volume hierarchy,
yet allowing clone volumes to determine that data blocks
belong to an appropriate ancestor volume (e.g., and were
written by the ancestor volume prior to creation of the clone),
the novel technique may uniquely identify and accurately
determine whether an accessed data block is a correct data
block (e.g., alleviating occurrences of data ID aliasing).

Tlustratively, in accordance with one or more embodi-
ments of the present invention, the novel technique accesses a
data block at a physical storage location for a volume having
aunique bufftree ID (e.g., a clone volume). Ifa data ID of the
accessed data block confirms with an expected data ID, and if
a bufttree ID matches the unique buffiree ID of the volume,
then the data is determined to be correct data. If the data ID is
expected, but the bufftree ID of the accessed data block does
not match the unique bufftree ID of the volume, then the
bufftree ID of the accessed data block may be compared
against any ancestor bufttree IDs (e.g., parent volumes, par-
ents of parent volumes, etc.) of the volume accessing the data
block. If the bufftree ID of the accessed data block confirms
with a bufftree ID of an ancestor volume, the data block may
be determined to be a correct data block. If at least one of
either the data ID or the bufftree ID of the data block are
unconfirmed, however, then the data block is an incorrect data
block (e.g., which the volume may attempt to locate at a new
physical storage location).

Also, in accordance with one or more embodiments of the
present invention, the data block may have an associated write
time corresponding to a time at which the data was stored, and
the volume accessing the data block may also have an asso-
ciated write time corresponding to a time at which the volume
was created (e.g., particularly for a clone volume). In this
manner, if the bufftree ID of the accessed data block confirms
with a bufftree ID of an ancestor volume, the write times may
be used to determine whether the write time of the data block
is prior to creation of the volume for which the data block is
accessed. Specifically, if the data block was written before
creation of the clone volume, the clone volume shares the
previously written data block, and the data block is a correct
data block. If, however, the data block was written after
creation of the clone volume, the data block has since been
rewritten by an ancestor volume, and is an incorrect data
block. In summary, a block has a correct context signature for
reads of shared blocks by clone volumes if the buffiree ID in
the context signature matches a buff-tree ID in the clone
ancestry and the write time in the context signature is older
than the creation time of the clone.

BRIEF DESCRIPTION OF THE DRAWINGS

The above and further advantages of the invention may be
better understood by referring to the following description in
conjunction with the accompanying drawings in which like
reference numerals indicate identical or functionally similar
elements:

FIG. 1 is a schematic block diagram of an exemplary stor-
age system in accordance with an embodiment of the present
invention;

FIG. 2 is a schematic block diagram of an exemplary stor-
age operating system for use with the storage system of FIG.
1 in accordance with an embodiment of the present invention;

FIG. 3 is a schematic block diagram of an exemplary inode
in accordance with an embodiment of the present invention;

FIG. 4is a schematic block diagram of an exemplary buffer
tree in accordance with an embodiment of the invention;
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FIG. 5 is a schematic block diagram of an exemplary buffer
tree in accordance with an embodiment of the present inven-
tion;

FIG. 61is a schematic block diagram of an exemplary aggre-
gate in accordance with an embodiment of the present inven-
tion;

FIG. 7 is a schematic block diagram of an exemplary on-
disk data structure of an aggregate in accordance with an
embodiment of the present invention;

FIG. 8 is a schematic block diagram illustrating an embodi-
ment of an aggregate including a clone in accordance with an
embodiment of the present invention;

FIG. 9 is a schematic block diagram of an on-disk repre-
sentation of the clone in accordance with an embodiment of
the present invention;

FIG. 10 is a schematic diagram of an illustrative chart
showing a data storage pro-cession in accordance with parent
and clone volumes;

FIG. 11 is a schematic block diagram of an illustrative data
block having context information that may be stored in a
physical storage location in accordance with one or more
embodiments of the present invention;

FIG. 12 is a schematic diagram of an illustrative chart
showing a data storage pro-cession in accordance with
uniquely identified block context signatures in accordance
with one or more embodiments of the present invention;

FIG. 13 is a schematic diagram of an illustrative chart
showing a data storage pro-cession in accordance with
uniquely identified block context signatures in accordance
with one or more embodiments of the present invention;

FIG. 14 is a flowchart detailing the steps of a procedure for
use with uniquely identifying block context signatures in a
storage volume hierarchy of a storage system in accordance
with one or more embodiments of the present invention; and

FIG. 15 is a flowchart detailing the steps of a procedure for
use with uniquely identifying block context signatures in a
storage volume hierarchy of a storage system in accordance
with one or more embodiments of the present invention.

DETAILED DESCRIPTION OF ILLUSTRATIVE
EMBODIMENTS

The present invention is directed to a system and method
for uniquely identifying block context signatures in a storage
volume hierarchy of a storage system. In particular, one or
more novel techniques assign unique buffer tree identifiers
(“bufftree IDs”) to par-ent and clone volumes of the storage
volume hierarchy, and allow the storage system to determine
whether an accessed data block of the volume hierarchy is a
correct data block. Accordingly, the techniques alleviate
occurrences of data ID aliasing by preventing over-lapping
signatures (e.g., shared bufftree IDs and data IDs) and context
mismatches, as would be the case with sharing bufftree IDs
between volumes of the hierarchy (e.g., between parent and
clone volumes).

A. Storage System

The present invention may be implemented, in the illustra-
tive embodiment, on a storage appliance that serves both file
and block protocol access to information stored on storage
devices in an integrated manner. In this context, the term
storage appliance de-notes a computer having features such
as simplicity of storage service management and ease of
storage reconfiguration, including reusable storage space, for
users (system administrators) and clients of network attached
storage (NAS) and storage area network (SAN) deployments.
The storage appliance may provide NAS services through a
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file system, while the same appliance provides SAN services
through SAN virtualization, including logical unit number
(LUN) emulation.

FIG. 1 is a schematic block diagram of a storage appliance
configured to provide storage service relating to the organi-
zation of information on storage devices, such as disks 130.
The storage appliance is illustratively embodied as a storage
system 100 comprising a processor 122, a memory 124, a
plurality of network adapters 125, 126, and a storage adapter
128 interconnected by a system bus 123. The storage system
100 also includes a storage operating system 200 that pro-
vides a virtualization system (and, in particular, a file system)
to logically organize the information as a hierarchical struc-
ture of named directory, file, and virtual disk (vdisk) storage
objects on the disks 130.

Whereas clients of a NAS-based network environment
have a storage viewpoint of files, the clients of a SAN-based
network environment have a storage viewpoint of blocks or
disks. To that end, the storage system 100 presents (exports)
disks to SAN clients through the creation of logical unit
numbers (LUNSs) or vdisk objects. A vdisk object (hereinafter
“vdisk™) is a special file type that is implemented by the
virtualization system and translated into an emulated disk as
viewed by the SAN clients. The storage system thereafter
makes these vdisks accessible to the SAN clients on LUNs
through controlled exports, as described further herein.

In the illustrative embodiment, the memory 124 comprises
storage locations that are addressable by the processor and
adapters for storing software program code and data struc-
tures associated with the present invention. The processor and
adapters may, in turn, comprise processing elements and/or
logic circuitry configured to execute the software code and
manipulate the data structures. The storage operating system
200, portions of which are typically resident in memory and
executed by the processing elements, functionally organizes
the storage system by, inter alia, invoking storage operations
in sup-port of the storage service implemented by the system.
It will be apparent to those skilled in the art that other pro-
cessing and memory means, including various computer
readable media, may be used for storing and executing pro-
gram instructions pertaining to the inventive system and
method described herein.

The network adapter 125 couples the storage system to a
plurality of clients 160a, over point-to-point links, wide area
networks, virtual private networks implemented over a public
network (Internet) or a shared local area network, hereinafter
referred to as an illustrative Ethernet network 165. Therefore,
the network adapter 125 may comprise a network interface
card (NIC) having the mechanical, electrical and signaling
circuitry needed to connect the storage system to a network
switch, such as a conventional Ethernet switch 170. For this
NAS-based network environment, the clients are configured
to access information stored on the storage system as files.
The clients 160 communicate with the storage system over
network 165 by exchanging discrete frames or packets of data
according to pre-defined protocols, such as the Transmission
Control Protocol/Internet Protocol (TCP/IP).

The clients 160 may be general-purpose computers con-
figured to execute applications over a variety of operating
systems, including the UNIX® and Microsoft® Windows™
operating systems. Client systems generally utilize file-based
access protocols when accessing information (in the form of
files and directories) over a NAS-based net-work. Therefore,
each client 160 may request the services of the storage system
100 by issuing file access protocol messages (in the form of
packets) to the appliance over the network 165. It will be
apparent to those skilled in the art that other clients running
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other types of operating systems may also communicate with
the storage system using other file access protocols.

Tustratively, client (or host) 1605 includes a client file
system 191 that interfaces with one or more applications 192.
The client file system 191 is illustratively overlaid onto a data
container (such as a LUN) served by the storage system. For
example, the storage system may export the LUN, which the
client file system 191 utilizes to store data. Alternately, a
non-file system application 196 executing on client 160a may
comprise a database system or other system.

The storage network “target” adapter 126 also couples the
multi-protocol storage system 100 to clients 160 that may be
further configured to access the stored information as blocks
or disks. For this SAN-based network environment, the stor-
age system is coupled to an illustrative Fibre Channel (FC)
network 185. FC is a networking standard de-scribing a suite
of'protocols and media that is primarily found in SAN deploy-
ments. The network target adapter 126 may comprise a FC
host bus adapter (HBA) having the mechanical, electrical and
signaling circuitry needed to connect the storage system 100
to a SAN network switch, such as a conventional FC switch
180. In addition to providing FC access, the FC HBA may
offload Fibre Channel network processing operations for the
storage system.

The clients 160 generally utilize block-based access pro-
tocols, such as the Small Computer Systems Interface (SCSI)
protocol, when accessing information (in the form of blocks,
disks or LUNs) over a SAN-based network. SCSI is a periph-
eral input/output (I/O) interface with a standard, device inde-
pendent protocol that allows different peripheral devices,
such as disks 130, to attach to the storage system 100. In SCSI
terminology, clients 160 operating in a SAN environment are
initiators that initiate requests and commands for data. The
storage system is thus a target configured to respond to the
requests issued by the initiators in accordance with a request/
response protocol. The initiators and targets have endpoint
addresses that, in accordance with the FC protocol, comprise
worldwide names (WWN). A WWN is a unique identifier,
e.g., a node name or a port name, consisting of an 8-byte
number.

The storage system 100 supports various SCSI-based pro-
tocols used in SAN deployments, including SCSI encapsu-
lated over TCP (iSCSI) and SCSI encapsulated over FC
(FCP). The initiators (hereinafter clients 160) may thus
request the services of the target (hereinafter storage system
100) by issuing iSCSI and FCP messages over the net-work
165, 185 to access information stored on the disks. It will be
apparent to those skilled in the art that the clients may also
request the services of the storage system using other block
access protocols. By supporting a plurality of block access
protocols, the storage system provides a unified and coherent
access solution to vdisks/LLUNs in a heterogeneous SAN
environment.

The storage adapter 128 cooperates with the storage oper-
ating system 200 executing on the storage system to access
information requested by the clients. The information may be
stored on the disks 130 or other similar media adapted to store
information. The storage adapter includes 1/O interface cir-
cuitry that couples to the disks over an /O inter-connect
arrangement, such as a conventional high-performance, FC
serial link topology. The information is retrieved by the stor-
age adapter and, if necessary, processed by the processor 122
(or the adapter 128 itself) prior to being forwarded over the
system bus 123 to the network adapters 125, 126, where the
information is formatted into packets or messages and
returned to the clients.
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Storage of information on the system 100 is preferably
implemented as one or more storage volumes (e.g., VOL1-2
150) that comprise a cluster of physical storage disks 130,
defining an overall logical arrangement of disk space. The
disks within a volume are typically organized as one or more
groups of Redundant Array of Independent (or Inexpensive)
Disks (RAID). RAID implementations enhance the reliabil-
ity/integrity of data storage through the writing of data
“stripes” across a given number of physical disks in the RAID
group, and the appropriate storing of redundant information
with respect to the striped data. The redundant information
enables recovery of data lost when a storage device fails. It
will be apparent to those skilled in the art that other redun-
dancy techniques, such as mirroring, may be used in accor-
dance with the present invention.

Tustratively, each volume 150 may be constructed from an
array of physical disks 130 that are organized as RAID groups
140, 142, and 144. The physical disks of each RAID group
include those disks configured to store striped data (D) and
those configured to store parity (P) for the data, in accordance
with an illustrative RAID 4 level configuration. It should be
noted that other RAID level configurations (e.g. RAID 5) are
also contemplated for use with the teachings described
herein. In the illustrative embodiment, a minimum of one
parity disk and one data disk may be employed.

B. Storage Operating System

To facilitate access to the disks 130, the storage operating
system 200 may implement a write-anywhere file system of a
virtualization system that “virtualizes” the storage space pro-
vided by disks 130. The file system logically organizes the
information as a hierarchical structure of named directory and
file objects (hereinafter “directories” and “files”) on the disks.
Each “on-disk™ file may be implemented as set of disk blocks
configured to store information, such as data, whereas the
directory may be implemented as a specially formatted file in
which names and links to other files and directories are stored.
The virtualization system allows the file system to further
logically organize information as a hierarchical structure of
named vdisks on the disks, thereby providing an integrated
NAS and SAN appliance approach to storage by enabling
file-based (NAS) access to the named files and directories,
while further enabling block-based (SAN) access to the
named vdisks on a file-based storage platform. The file sys-
tem simplifies the complexity of management of the under-
lying physical storage in SAN deployments.

As noted, a vdisk is a special file type in a volume that
derives from a plain (regular) file, but that has associated
export controls and operation restrictions that support emu-
lation of a disk. Unlike a file that can be created by a client
using, e.g., the NFS or CIFS protocol, a vdisk is created on the
storage system via, e.g. a user interface (Ul) as a special typed
file (object). Illustratively, the vdisk is a multi-inode object
comprising a special file inode that holds data and at least one
associated stream inode that holds attributes, including secu-
rity information. The special file inode functions as a main
container for storing data, such as application data, associated
with the emulated disk. The stream inode stores attributes that
allow vdisks/LLUNs and exports to persist over, e.g., reboot
operations, while also enabling management of the vdisk/
LUN as a single disk object in relation to SAN clients. An
example of a vdisk and its associated inodes that may be
advantageously used with the present invention is described
in U.S. Pat. No. 7,107,385, entitled STORAGE VIRTUAL-
IZATION BY LAYERING VIRTUAL DISK OBJECTS ON
AFILE SYSTEM, by Vijayan Rajan, et al. issued on Sep. 12,
2006, by which application is hereby incorporated by refer-
ence as though fully set forth herein.
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In the illustrative embodiment, the storage operating sys-
tem is preferably the NetApp® Data ONTAP® operating
system available from Network Appliance, Inc., of Sunny-
vale, Calif. that implements a Write Anywhere File Layout
(WAFL®) file sys-tem. However, it is expressly contem-
plated that any appropriate storage operating sys-tem, includ-
ing a write in-place file system, may be enhanced for use in
accordance with the inventive principles described herein. As
such, where the term “WAFL” is employed, it should be taken
broadly to refer to any file system that is otherwise adaptable
to the teachings of this invention.

As used herein, the term “storage operating system” gen-
erally refers to the computer-executable code operable on a
computer that manages data access and may, in the case of a
multi-protocol storage system, implement data access seman-
tics, such as the Data ONTAP storage operating system,
which is implemented as a microkernel. The storage operat-
ing system can also be implemented as an application pro-
gram operating over a general-purpose operating system,
such as UNIX®, or Windows NT® or XP®, or as a general-
purpose operating system with configurable functionality,
which is configured for storage applications as described
herein.

In addition, it will be understood to those skilled in the art
that the inventive sys-tem and method described herein may
apply to any type of special-purpose (e.g., storage serving
appliance) or general-purpose computer, including a standa-
lone computer or portion thereof, embodied as or including a
storage system. Moreover, the teachings of this invention can
be adapted to a variety of storage system architectures includ-
ing, but not limited to, a network-attached storage (NAS)
environment, a storage area network (SAN), and a disk
assembly directly-attached to a client or host computer. The
term “storage system” should therefore be taken broadly to
include such arrangements in addition to any subsystems
configured to perform a storage function and associated with
other equipment or systems.

FIG. 2 is a schematic block diagram of an exemplary stor-
age operating system 200 that may be advantageously used
with the present invention. The storage operating sys-tem
comprises a series of software layers organized to form an
integrated network protocol stack or, more generally, a multi-
protocol engine that provides data paths for clients to access
information stored on the storage system using block and file
access protocols. The protocol stack includes a media access
layer 210 of network drivers (e.g., gigabit Ethernet drivers)
that interfaces to network protocol layers, such as the IP layer
212 and its supporting transport mechanisms, the TCP layer
214 and the User Datagram Protocol (UDP) layer 216. A file
system protocol layer provides multi-protocol file access and,
to that end, includes support for the DAFS protocol 218, the
NFS protocol 220, the CIFS protocol 222 and the Hypertext
Transfer Protocol (HTTP) protocol 224. A Virtual Inter-face
(VD) layer 226 implements the VI architecture to provide
direct access transport (DAT) capabilities, such as RDMA, as
required by the DAFS protocol 218.

An iSCSI driver layer 228 provides block protocol access
over the TCP/IP net-work protocol layers, while a FC driver
layer 230 operates with the FC HBA 126 to receive and
transmit block access requests and responses to and from the
storage system. The FC and iSCSI drivers provide FC-spe-
cific and iSCSI-specific access control to the LUNs (vdisks)
and, thus, manage exports of vdisks to either iSCSI or FCP or,
alternatively, to both iSCSI and FCP when accessing a single
vdisk on the storage system. In addition, the storage operating
system includes a disk storage layer 240 that implements a
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disk storage protocol, such as a RAID protocol, and a disk
driver layer 250 that implements a disk access protocol such
as, e.g., a SCSI protocol.

Bridging the disk software layers with the integrated net-
work protocol stack lay-ers is a virtualization system 255 that
is implemented by a file system 265 cooperating with virtu-
alization modules illustratively embodied as, e.g., vdisk mod-
ule 270 and SCSI target module 260. It should be noted that
the vdisk module 270, file system 265, and SCSI target mod-
ule 260 can be implemented in software, hardware, firmware,
or a combination thereof. The vdisk module 270 is layered on
(and interacts with) the file system 265 to provide a data path
from the block-based SCSI target module to blocks managed
by the file system. In essence, the vdisk module 270 manages
SAN deployments by, among other things, implementing a
comprehensive set of vdisk (LUN) commands issued through
a user interface by a system administrator. These vdisk com-
mands are converted to primitive file system operations
(“primitives”) that interact with the file system 265 and the
SCSI target module 260 to implement the vdisks. (In other
words, the vdisk module provides an administrative interface
for LUNs, while the SCSI target module implements the
SCSI protocol.)

The SCSI target module 260, in turn, initiates emulation of
adisk or LUN by pro-viding a mapping procedure that trans-
lates logical block access to LUNs specified in access
requests into virtual block access to the special vdisk file
types and, for responses to the requests, vdisks into LUNSs.
The SCSI target module is illustratively disposed between the
FC and iSCSI drivers 230, 228 and the file system 265 to
thereby provide a translation layer of the virtualization sys-
tem 255 between the SAN block (LUN) space and the file
system space, where LUN are represented as vdisks.

The file system 265 illustratively implements the above-
described WAFL file sys-tem having an on-disk format rep-
resentation that is block-based using, e.g., 4 kilobyte (kB)
blocks and using inodes to describe the files. Broadly stated,
all inodes of the file system are organized into the inode file.
A file system (fs) info block specifies the layout of informa-
tion in the file system and includes an inode of a file that
includes all other inodes of the file system. Each volume has
an fsinfo block (e.g., pointed to by a volinfo block, described
herein) that is preferably stored at a fixed location within, e.g.,
a RAID group of the file system. The inode of the root fsinfo
block may directly reference (point to) blocks of the inode file
or may reference indirect blocks of the inode file that, in turn,
reference direct blocks of the inode file. Within each direct
block of the inode file are embedded inodes, each of which
may reference indirect blocks that, in turn, reference data
blocks of a file or vdisk.

It should be noted that the software “path” through the
storage operating system layers described above needed to
perform data storage access for the client request received at
the storage system may alternatively be implemented in hard-
ware. That is, in an alternate embodiment of the invention, a
storage access request data path through the operating system
layers (including the virtualization system 255) may be
implemented as logic circuitry embodied within a field pro-
grammable gate array (FPGA) or an application specific inte-
grated circuit (ASIC). This type of hardware implementation
increases the performance of the storage service provided by
system 100 in response to a file access or block access request
issued by a client 160. Moreover, in another alternate embodi-
ment of the invention, the processing elements of network and
storage adapters 125-128 may be configured to offload some
or all of the packet processing and storage access operations,
respectively, from processor 122 to thereby increase the per-
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formance of the storage service provided by the multi-proto-
col storage system. It is expressly contemplated that the vari-
ous processes, architectures, and procedures described herein
can be implemented in hardware, firmware, or software.

C. File System Organization

In the illustrative embodiment, a data container is repre-
sented in the write-anywhere file system as an inode data
structure adapted for storage on the disks 130. FIG. 3 is a
schematic block diagram of an inode 300, which preferably
includes a meta-data section 305 and a data section 360. The
information stored in the meta-data section 305 of each inode
300 describes the data container (e.g., a file) and, as such,
includes the type (e.g., regular, directory, vdisk) 310 of file, its
size 315, time stamps (e.g., access and/or modification time)
320 and ownership, i.e., user identifier (UID 325) and group
1D (GID 330), of the file. The contents of the data section 360
of'each inode may be interpreted differently depending upon
the type of file (inode) defined within the type field 310. For
example, the data section 360 of a directory inode contains
meta-data controlled by the file system, whereas the data
section of a regular inode contains file system data. In this
latter case, the data section 360 includes a representation of
the data associated with the file.

Tustratively, the data section 360 of a regular on-disk
inode may include file sys-tem data or pointers, the latter
referencing 4 KB data blocks on disk used to store the file
system data. Each pointer is preferably a logical vbn (virtual
block number) to facilitate efficiency among the file system
and the RAID system (disk storage 240) when accessing the
data on disks. Given a restricted size (e.g., 128 bytes) of the
inode, file system data having a size that is less than or equal
to 64 bytes is represented, in its entirety, within the data
section of that inode. However, if the length of the contents of
the data container exceeds 64 bytes but less than orequal to 64
KB, then the data section of the inode (e.g., a first level inode)
comprises up to 16 pointers, each of which references a 4 KB
block of data on the disk.

Moreover, if the size of the data is greater than 64 KB but
less than or equal to 64 megabytes (MB), then each pointer in
the data section 360 of the inode (e.g., a second level inode)
references an indirect block (e.g., a first level L1 block) that
contains 1024 pointers, each of which references a 4 KB data
block on disk. For file system data having a size greater than
64 MB, each pointer in the data section 360 of the inode (e.g.,
a third level L3 inode) references a double-indirect block
(e.g., a second level L.2 block) that contains 1024 pointers,
each referencing an indirect (e.g., a first level L1) block. The
indirect block, in turn, that contains 1024 pointers, each of
which references a 4 KB data block on disk. When accessing
a file, each block of the file may be loaded from disk 130 into
the memory 124.

When an on-disk inode (or block) is loaded from disk 130
into memory 124, its corresponding in-core structure embeds
the on-disk structure. For example, the dotted line surround-
ing the inode 300 indicates the in-core representation of the
on-disk inode structure. The in-core structure is a block of
memory that stores the on-disk structure plus additional
information needed to manage data in the memory (but not on
disk). The in-core and on-disk format structures of the WAFL
file system, including the inodes and inode file, are disclosed
and described in the previously incorporated U.S. Pat. No.
5,819,292 titled METHOD FOR MAINTAINING CONSIS-
TENT STATES OF A FILE SYSTEM AND FOR CREAT-
ING USER-ACCESSIBLE READ-ONLY COPIES OF A
FILE SYSTEM by David Hitz et al., issued on Oct. 6, 1998.

FIG. 4 is a schematic block diagram of an embodiment of
a buffer tree of a file that may be advantageously used with the



US 7,996,636 B1

11

present invention. The buffer tree is an internal representation
of'blocks for afile (e.g., file 400) loaded into the memory 124
and maintained by the write-anywhere file system 265. Nota-
bly, each buffer tree has an identifier (a “buffiree ID” as used
herein). A root (top-level) inode 402, such as an embedded
inode, references indirect (e.g., level 1) blocks 404, and may
comprise a bufftree ID 403 (described further herein). Note
that there may be additional levels of indirect blocks (e.g.,
level 2, level 3) depending upon the size of the file. The
indirect blocks (and inode) contain pointers 405 that ulti-
mately reference data blocks 406 used to store the actual data
of the file. That is, the data of file 400 are contained in data
blocks and the locations of these blocks are stored in the
indirect blocks of the file. Each level 1 indirect block 404 may
contain pointers to as many as 1024 data blocks. According to
the “write anywhere” nature of the file system, these blocks
may be located anywhere on the disks 130.

A file system layout is provided that apportions an under-
lying physical volume into one or more virtual volumes (or
flexible volume) of a storage system, such as storage system
100. An example of such a file system layout is described in
commonly-owned, U.S. patent application Ser. No. 10/836,
090, entitled EXTENSION OF WRITE ANYWHERE FILE
LAYOUT WRITE ALLOCATION, filed on Apr. 30, 2004 by
John K. Edwards, now issued as U.S. Pat. No. 7,430,571 on
Aug. 5, 2008, the contents of which are hereby incorporated
by reference in its entirety. The underlying physical volume is
an aggregate comprising one or more groups of disks, such as
RAID groups, of the system. The aggregate has its own physi-
cal volume block number (pvbn) space (e.g., physical storage
locations) and maintains meta-data, such as block allocation
structures, within that pvbn space. Each flexible volume has
its own virtual volume block number (vvbn) space (data iden-
tifiers, IDs) and maintains meta-data, such as block allocation
structures, within that vvbn space. Each flexible volume is a
file system that is associated with a container file; the con-
tainer file (described further below) is a file in the aggregate
that contains all blocks used by the flexible volume. More-
over, each flexible volume comprises data blocks and indirect
blocks that contain block pointers that point at either other
indirect blocks or data blocks.

In one embodiment, pvbns are used as block pointers
within buffer trees of files (such as file 400) stored in a flexible
volume. This “hybrid” flexible volume embodiment involves
the insertion of only the pvbn in the parent indirect block
(e.g., Mode or indirect block). On a read path of a logical
volume, a “logical” volume (vol) info block has one or more
pointers that reference one or more fsinfo blocks, each of
which, in turn, points to an Mode file and its corresponding
Mode buffer tree. The read path on a flexible volume is
generally the same, following pvbns (instead of vvbns) to find
appropriate locations of blocks; in this context, the read path
(and corresponding read performance) of a flexible volume is
substantially similar to that of a physical volume. Translation
from pvbn-to-disk, dbn (disk block number) occurs at the file
system/RAID system boundary of the storage operating sys-
tem 200.

In an illustrative dual vbn hybrid flexible volume embodi-
ment, both a pvbn and its corresponding vvbn are inserted in
the parent indirect blocks in the buffer tree of a file. That is, the
pvbn and vvbn are stored as a pair for each block pointer in
most buffer tree structures that have pointers to other blocks,
e.g., level 1 (L1) indirect blocks, Mode file level 0 (LO)
blocks. FIG. 5 is a schematic block diagram of an illustrative
embodiment of a buffer tree of a file 500 that may be advan-
tageously used with the present invention. A root (top-level)
Mode 502, such as an embedded Mode, references indirect

—

0

20

25

30

35

40

45

50

55

60

65

12

(e.g., level 1) blocks 504, and may comprise a bufftree ID 503
(described further herein). Note that there may be additional
levels of indirect blocks (e.g., level 2, level 3) depending upon
the size of the file. The indirect blocks (and Mode) contain
pvbn/vvbn pointer pair structures 508 that ultimately refer-
ence data blocks 506 used to store the actual data of the file.

The pvbns reference locations on disks of the aggregate,
whereas the vvbns reference locations within files of the
flexible volume. The use of pvbns as block pointers 508 in the
indirect blocks 504 provides efficiencies in the read paths,
while the use of vvbn block pointers provides efficient access
to required meta-data. That is, when accessing a block of a
file, the parent indirect block in the file contains readily avail-
able vvbn block pointers, which avoids the latency associated
with accessing an owner map to perform pvbn-to-vvbn trans-
lations; yet, on the read path, the pvbn is available.

FIG. 6 is a schematic block diagram of an embodiment of
an aggregate 600 that may be advantageously used with the
present invention. LUNSs (blocks) 602, directories 604, qtrees
606, and files 608 may be contained within flexible volumes
610, such as dual vbn flexible volumes, that, in turn, are
contained within the aggregate 600. The aggregate 600 is
illustratively layered on top of the RAID system, which is
represented by at least one RAID plex 650 (depending upon
whether the storage configuration is mirrored), wherein each
plex 650 comprises at least one RAID group 660. Each RAID
group further comprises a plurality of disks 630, e.g., one or
more data (D) disks and at least one (P) parity disk.

Whereas the aggregate 600 is analogous to a physical vol-
ume of a conventional storage system, a flexible volume is
analogous to a file within that physical volume. That is, the
aggregate 600 may include one or more files, wherein each
file contains a flexible volume 610 and wherein the sum of the
storage space consumed by the flexible volumes is physically
smaller than (or equal to) the size of the overall physical
volume. The aggregate utilizes a physical pvbn space that
defines a storage space of blocks (physical storage locations
for data blocks, as used herein) provided by the disks of the
physical volume, while each embedded flexible volume
(within a file) utilizes a logical vvbn space to organize those
blocks, e.g., as files. Each vvbn space is an independent set of
numbers that corresponds to locations within the file, which
locations are then translated to dbns on disks. Since the flex-
ible volume 610 is also a logical volume, it has its own block
allocation structures (e.g., active, space, and summary maps)
in its vvbn space.

A container file is a file in the aggregate that contains all
blocks used by a flexible volume. The container file is an
internal (to the aggregate) feature that supports a flexible
volume (illustratively, there is one container file per flexible
volume), and contains a mapping of vvbns of the correspond-
ing flexible volume to pvbns of the aggregate (vvbn-to-pvbn
mapping). For example, the container file may comprise an
index (e.g., list) of vvbn-to-pvbn mappings for the flexible
volume, which may generally correlate to the level 1 indirect
blocks of the flexible volume organized as a container map
with vvbn/pvbn mappings/pairs (e.g., the level 1 block of a
container file at the given index value (between 0 and 1023)
depending on the vvbn gives the corresponding pvbn). Simi-
lar to a pure logical volume in a file approach, the container
file is a hidden file (not accessible to a user) in the aggregate
that holds every block in use by the flexible volume. The
aggregate includes an illustrative hidden meta-data root
directory that contains subdirectories of flexible volumes:

WAFL/fsid/filesystem file, storage label file

Specifically, a physical file system (WAFL) directory
includes a subdirectory for each flexible volume in the aggre-
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gate, with the name of subdirectory being a file system iden-
tifier (fsid) of the flexible volume. Each fsid subdirectory
(flexible volume) contains at least two files, a filesystem file
and a storage label file. The storage label file is illustratively
a 4 KB file that contains meta-data similar to that stored in a
conventional raid label. In other words, the storage label file
is the analog of a RAID label and, as such, contains informa-
tion about the state of the flexible volume such as, e.g., the
name of the flexible volume, a universal unique identifier
(uuid) and fsid of the flexible volume, whether it is online,
being created, or being destroyed, etc.

FIG. 7 is a schematic block diagram of an on-disk repre-
sentation of an aggregate 700. The storage operating system
200, e.g., the RAID system (disk storage 240), assembles a
physical volume of pvbns to create the aggregate 700, with
pvbns 1 and 2 comprising a “physical” volinfo block 702 for
the aggregate. The volinfo block 702 contains block pointers
to fsinfo blocks 704, each of which may represent a snapshot
of the aggregate. Each fsinfo block 704 includes a block
pointer to an inode file 706 that contains inodes of a plurality
of files, including an owner map 710, an active map 712, a
summary map 714, and a space map 716, as well as other
special meta-data files. In particular, the active map 712 of the
aggregate contains a map (e.g., a bitmap) of the pvbns of the
aggregate that indicates allocation (allocated or unallocated)
of each pvbn of the active file system of the aggregate. The
inode file 706 further includes a root directory 720 and a
“hidden” meta-data root directory 730, the latter of which
includes a name-space having files related to a flexible vol-
ume in which users cannot “see” the files. The hidden meta-
data root directory includes the WAFL/fsid/ directory struc-
ture that contains filesystem file 740 and storage label file
790. Note that root directory 720 in the aggregate is empty; all
files related to the aggregate are organized within the hidden
meta-data root directory 730.

In addition to being embodied as a container file having
level 1 blocks organized as a container map, the filesystem file
740 includes block pointers that reference various file sys-
tems embodied as flexible volumes 750. The aggregate 700
maintains these flexible volumes 750 at special reserved
inode numbers. Each flexible volume 750 also has special
reserved inode numbers within its flexible volume space that
are used for, among other things, the block allocation bitmap
structures. As noted, the block allocation bit-map structures,
e.g., active map 762, summary map 764, and space map 766,
are located in each flexible volume. In particular, the active
map 762 of a file system contains a map (e.g., a bitmap) of the
vvbns ofthe flexible volume corresponding to that file system
that indicates allocation (allocated or unallocated) of each
vvbn of the active file system of the flexible volume.

Specifically, each flexible volume 750 has the same inode
file structure/content as the aggregate, with the exception that
there is no owner map and no WAFL/fsid/filesystem file,
storage label file directory structure in a hidden meta-data
root directory 780. To that end, each flexible volume 750 has
a volinfo block 752 that points to one or more fsinfo blocks
754, each of which may represent a snapshot active file sys-
tem of the flexible volume. Each fsinfo block, in turn, points
to an inode file 760 that, as noted, has the same inode struc-
ture/content as the aggregate with the exceptions noted above.
Each flexible volume 750 has its own inode file 760 and
distinct inode space with corresponding inode numbers, as
well as its own root (fsid) directory 770 and subdirectories of
files that can be exported separately from other flexible vol-
umes. Also as described herein, each inode file 760 references
a corresponding bufftree ID 773.
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The storage label file 790 contained within the hidden
meta-data root directory 730 of the aggregate is a small file
that functions as an analog to a conventional raid label. A raid
label includes physical information about the storage system,
such as the volume name; that information is loaded into the
storage label file 790. Illustratively, the storage label file 790
includes the name 792 of the associated flexible volume 750,
the online/offline status 794 of the flexible volume, and other
identity and state information 796 of the associated flexible
volume (whether it is in the process of being created or
destroyed).

It should be noted that while the present invention is
described in terms of aggregates and flexible volumes, the
principles of the present invention may be applied to other file
system organizations. As such, the description of aggregates
and flexible volumes should be taken as exemplary only.

D. Persistent Consistency Point Images

The file system illustratively has the capability to generate
a snapshot of its active file system. An “active file system” is
a file system to which data can be both written and read, or,
more generally, an active store that responds to both read and
write 1/0 operations. It should be noted that “snapshot” is a
trademark of Network Appliance, Inc. and is used for pur-
poses of this patent to designate a persistent consistency point
image (PCPI). A (PCPI) is a space conservative, point-in-time
read-only image of data accessible by name that provides a
consistent image of that data (such as a storage system) at
some previous time. More particularly, a PCPI is a point-in-
time representation of a storage element, such as an active file
system, file, volume, or database, stored on a storage device
(e.g., on disk) or other persistent memory and having a name
or other identifier that distinguishes it from other PCPIs taken
at other points in time.

In the case of the write anywhere file system, a PCPI is
always an active file sys-tem image that contains complete
information about the file system, including all meta-data. A
PCPI can also include other information (meta-data) about
the active file system at the particular point in time for which
the image is taken. The terms “PCPI” and “snap-shot” may be
used interchangeably through out this patent without deroga-
tion of Network Appliance’s trademark rights. In the example
of'a WAFL file system, PCPIs are de-scribed in TR3002 File
System Design fora NFS File Server System by David Hitz et
al., published by Network Appliance, Inc. and in U.S. Pat. No.
5,819,292 entitled METHOD FOR MAINTAINING CON-
SISTENT STATES OF A FILE SYSTEM AND FOR CRE-
ATING USER-ACCESSIBLE READ-ONLY COPIES OF A
FILE SYSTEM, by David Hitz et al., each of which is hereby
incorporated by reference as though full set forth herein.

E. Clone Volumes

As noted, a copy or “clone” of a storage volume (i.e., ofa
“parent” volume) may be created, such as for backup pur-
poses, for writeable copies, etc. Clones, generally, may be
initially established by sharing the underlying data blocks
(and physical storage) of the parent volume, and as each of the
volumes is modified, the shared data blocks may begin to
diverge into data that specifically belongs to one or the other
volume. An example technique that may be used to copy/
clone a volume is described in commonly owned, U.S. patent
application Ser. No. 10/837,254, entitled CLONING TECH-
NIQUE FOR EFFICIENTLY CREATING A COPY OF A
VOLUME IN A STORAGE SYSTEM, filed Apr. 30, 2004 by
John K. Edwards et al., now issued as U.S. Pat. No. 7,409,511
on Aug. 5, 2008, and in commonly owned, U.S. patent appli-
cation Ser. No. 10/836,112, entitled WRITEABLE CLONE
OF READ-ONLY VOLUME, filed Apr. 30, 2004 by Robert
L. Fair et al., now issued as U.S. Pat. No. 7,334,095 on Feb.
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19, 2008, the contents of both of which are hereby incorpo-
rated by reference in their entirety.

In particular, FIG. 8 is a schematic block diagram illustrat-
ing an embodiment of an aggregate 800 that contains at least
one volume (e.g., a flexible volume), hereinafter parent vol-
ume 805. The parent volume 805 comprises a parent con-
tainer file 810 that is represented as a parent buffer tree (with
bufftree ID 813) having a plurality of blocks in the aggregate,
including inode 812, level 1 indirect blocks 814, which are
organized as parent container map 815, and level 0 data
blocks 816, which comprise all of the blocks used by the
parent volume 805, including a volinfo block 818. Each block
includes one or more pointers that reference (point to) physi-
cal blocks located on disk 820. In the illustrative embodiment,
the pointers within the volume are aggregate block numbers,
such as pvbns.

As noted, a volume (such as parent volume 805) generally
has the same inode file structure/content as the aggregate,
including its own inode file and distinct inode space with
corresponding inode numbers, as well as its own root (fsid)
directory and subdirectories of files (inodes). To that end, the
parent volume 805 has a volinfo block 818 that points to one
or more fsinfo blocks that, in turn, points to an inode of an
inode file that has the same inode structure/content as the
aggregate with the exceptions previously noted. The inode for
the inode file contains information describing the inode file
associated with a file system, such as file system 265, execut-
ing on the parent volume 805. The inode for the inode file may
contain a pointer that references (points to) an inode file
indirect block containing a set of pointers that reference
inodes within its root directory. Each inode contains pointers
to indirect blocks, such as level 1 indirect blocks and each
indirect block includes pointers to level 0 data blocks.

A snapshot (e.g., a PCPI) can be created in the parent
volume 805 in accordance with a conventional snapshot
(PCPI) mechanism, e.g., as mentioned above. When the file
system 265 generates a parent volume snapshot (hereinafter
“base snapshot” 835) of its active file system, an image of the
active file system at a point in time (i.e., a consistency point,
CP) is “frozen”. Note that the base snapshot 835 is contained
within and uses blocks in the parent container file 810. As a
result, there is no container file for the base snapshot 835 as
the snapshot reuses shared blocks in the vvbn space (and pvbn
space) with the parent’s active file system. However, for pur-
poses of depiction and ease of description, a “snapshot con-
tainer file 840 is shown and described with respect to FIG. 8.
Yet is should be noted that blocks in the parent container file
910 are “held down” by the base snapshot 835 and the clone
(described herein) shares the same pvbns.

As illustratively shown, the base snapshot 835 comprises a
snapshot container file 840 (similar to parent container file
810) that is represented as a snapshot buffer tree (with
bufftree ID 943 that is the same bufftree 1D as the parent
volume bufftree 1D 813) having a plurality of blocks in the
aggregate, including inode 812, level 1 indirect blocks 844,
which are organized as snapshot container map 845 (similar
to parent container map 815), and level 0 data blocks 846,
which comprise all of the blocks used by the base snapshot
835, including a snapshot volinfo block 848. The snapshot
volinfo block 848 is a duplicate copy of the volinfo block 818
of'the parent volume 805. Accordingly, the base snapshot 835
shares data structures, such as fsinfo blocks, as well as inodes,
indirect blocks and data blocks of an inode buffer tree, with
the active file system on parent volume 805.

In particular, the snapshot mechanism ensures that all
blocks of the inode buffer tree remain fixed and all pointers
within that buffer tree reference (point to) those fixed blocks.
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To that end, the physical blocks (pvbns) in the aggregate that
are used by the base snapshot 835 remain fixed and cannot be
changed as long as the snapshot persists. In general, when a
snapshot is created, all blocks that existed at the CP are
prevented from being deleted and/or overwritten and any new
changes to the blocks in the buffer tree are written elsewhere
(to other free blocks). In the case of the base snapshot 935,
those changes are written to blocks in a vvbn space in the
flexvol’s container file and in a pvbn space of the aggregate.
Although the snapshotted blocks remain intact, any addi-
tional changes to the active file system are written in free
blocks of the vvbn and pvbn spaces. Cloning takes advantage
of'this property.

According to the illustrative cloning technique, the base
snapshot 835 is provided either by creating a snapshot within
the parent volume or by choosing an existing snapshot from
the parent volume. In addition, a new volume (e.g., filesystem
file) is created, along with a new fsid subdirectory in the
aggregate and a new storage label file. The new volume is
embodied as a clone 950 and comprises an appropriately
sized clone container file 940 represented as a clone buffer
tree (with bufttree ID 973, described herein) having a plural-
ity of blocks in the aggregate, including inode 972, level 1
indirect blocks 974, which are organized as a clone container
map 945 and level 0 data blocks 976, which comprise all of
the blocks used by the clone. Initially the clone container file
940 has no (zero) data, i.e., it is entirely sparse, and the
container map 945 is empty because the only blocks used by
the clone are those inherited from the parent volume 805.
Moreover, a volinfo block for the clone is created that is a
slightly modified version of the volinfo block 848 from the
base snapshot 835. The modified volinfo block 952 is written
to (store at a level O data block of) the container file 940 of the
new volume clone.

It should be noted that the clone container file 940 only
holds all blocks allocated to the clone 950. The point of a
clone is that is uses blocks “owned” by the parent volume 805.
The clone container file 940 has “holes” at the locations of
any blocks inherited from the parent volume. As an example,
assume that an indirect block pointer in a file in the parent
volume 805 contains pvbn 100 and vvbn 200. Thus, block 200
in the parent container file 810 is pvbn 100. In clone 950, the
indirect block pointers are also pvbn 100 and vvbn 200, but
entry 200 in the clone container file 940 is zero (“0”), indi-
cating a hole and that the clone inherited its vvbn 200 from the
parent volume. Since entry 200 is 0, the clone “knows” that it
could not free the block 100. (In other words, the pvbn pointer
in the appropriate container file L1 block at the appropriate
index for that vvbn is a zero representing a hole. When a pvbn
is freed, it is freed in the context of the virtual volume that
owns the pvbn (that wrote it) and a hole may be punched in its
container file indirect block atomically.)

FIG. 9 is a schematic block diagram of an on-disk repre-
sentation of a clone 950 according to the present invention.
The hidden metadata root directory 730 (FIG. 7) in the aggre-
gate 700 is modified to include a new fsid “clone” subdirec-
tory having at least two new files, filesystem file 940 and
storage label file 990: WAFL/fsid “clone”/filesystem file,
storage label file. As noted, the storage label file is a small file
that functions as an analog to a conventional RAID label and,
to that end, the new storage label file 990 includes the name
992 of'the clone 950, the online/offline status 994 of the clone,
and other identity and state information 996 of the associated
clone 950.

Similarly, the new filesystem file 940 is a large sparse file
that contains all blocks owned by a volume (clone) and, as
such, is also referred to as the container file for the clone. The
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new filesystem file 940 includes a block pointer that refer-
ences a file system embodied as clone 950. As a volume, the
clone 950 has a volume space with special re-served inode
numbers that are used for, among other things, the block
allocation bitmap structures. Notably, the block allocation
bitmap structures, e.g., active map 962, summary map 964,
and space map 966, are inherited from the base snapshot 835
(and thus the parent volume 805).

Specifically, the clone 950 includes a volinfo block 952
that points to an fsinfo block that, in turn, points to an inode of
inode file that has the same inode structure/content as the
aggregate with the exceptions previously noted. The inode for
the inode file contains information describing the inode file
960 associated with the file sys-tem, such as file system 265,
executing on the clone 950. The inode for the inode file may
contain a pointer that references (points to) an inode file
indirect block containing a set of pointers that reference
inodes within root directory 970 of the clone 950. Each inode
contains pointers to indirect blocks, such as level 1 indirect
blocks and each indirect block includes pointers to level 0
data blocks.

Referring also to FIG. 8, the snapshot volinfo block 848
from the base snapshot 835 is inserted as a level 0 data block
(volinfo block 952) within the container file 940 on the clone.
The volinfo block 952 is a slightly modified version of the
snapshot volinfo block 848; for example, the volinfo block
952 is modified to delete all snapshots (fsinfo blocks) other
than fsinfo block 954 for the base snapshot 835. The summary
map 964 is also modified to reflect that all non-cloned snap-
shots have been removed (deleted) from the clone. The modi-
fied volinfo block 952 is thus substantially similar to snapshot
volinfo block 848 and, to that end, essentially incorporates the
base snapshot into the clone; accordingly the base snapshot
(and its associated safeguards) protects the snapshotted
blocks from being overwritten. All new changes are written to
block locations in the vvbn and pvbn spaces of the base
snapshot (parent volume 805) that are not used and, thus,
cannot interfere with the clone.

Generally, since the modified volinfo block 952 forms the
root of a modified volinfo buffer tree that is similar to a parent
volinfo block buffer tree of the parent volume 805, all blocks
of the parent volinfo block buffer tree can be accessed when
traversing the modified volinfo block buffer tree (described
further below). In other words, the snapshot volinfo block 848
stored in a level O block of the snapshot container file 840
(actually the parent container file 810) contains pointers that
reference other blocks of its buffer tree stored in other level O
blocks 846 (816) of the container file 840 (810). The pointers
within the volinfo block 848 to the other level 0 blocks 846 are
physical pointers (pvbns) that reference physical block loca-
tions on disk 820. Those parent (snapshot) volinfo buffer tree
blocks can be accessed through the modified volinfo block
952 of the clone 950 in the same manner as traversing the
snapshot container file tree 840 because the blocks within the
modified volinfo block buffer tree are the physical blocks
represented by the level 0 data blocks 846 in the snapshot
container file 840. (As noted, these blocks are actually in the
parent container file 810.) Ultimately, the snapshot volinfo
block 848 and the modified volinfo block 952 reference the
same physical block locations on disk 820.

The clone 950 may then be instantiated by, e.g., loading a
file system associated with the new volume onto the clone and
bringing the clone “online”, with the only blocks owned by
the clone comprising its modified volinfo block. The file
system, such as file system 265, executes on the clone as it
would on a typical volume, such as the parent volume. In fact,
the file system within the clone resembles the file system
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within the base snapshot, since they comprise substantially
the same blocks on disk. The resulting clone 950 is thus a
“full-fledged” volume, i.e., it can service storage (read and
write) requests and has its own logical properties, such as
snapshot operation functionality, that enables the clone to be
snapshotted, snap restored, snapmirrored, and otherwise
manipulated as any other volume. A restriction is that the base
snapshot 835 cannot be deleted in the parent volume 805
while the clone exists. As a result, the cloning technique
enables the clone and parent volume to share on-disk blocks
of data in a zero-copy fashion, similar to a conventional
snapshot, while also allowing for modifications (unlike the
conventional snapshot).

Notably, a fundamental property of the cloning technique
is that the base snapshot 835 is common among the clone 950
and its parent volume 805 and, thus, cannot be deleted or
freed in the parent volume while the clone exists. That is, all
blocks shared between the clone and its parent volume are
blocks within that base snapshot and, thus, neither may
attempt to free or delete those blocks. This restriction also
precludes any operation that implicitly makes the snapshot
disappear. However, the restriction may be relaxed to allow
the clone to “free” the snapshot; in the hybrid volume
embodiment, freeing of the snapshot requires checking of the
owner map 711 by block free operations on the clone to
determine whether the clone or parent owns the block in the
aggregate. The clone may only return a block to the aggregate
if it owned the block, not if it was inherited from the parent.
However in the dual vbn embodiment, reference is made
directly to the clone container file 940 to determine the owner
of'the block, as noted above. (Note that while owner maps are
shown and described herein, other embodiments may make
use of the container file in a similar manner, as may be
appreciated by those skilled in the art.)

Special care is thus taken to prevent the base snapshot 835
from being freed or deleted. According to the technique,
when the clone is created, a parent vvid (virtual volume
identifier) 995 and base snapshot identifier (ID) 998 are
inserted into the storage label file 990 associated with the
clone 950. The parent vvid 995 is illustratively the inode
number of the parent container file 810, while the base snap-
shot ID 998 is manifested as a bitmap of snapshot identifiers
(an array of bits), one for each possible snapshot. The bitmap
is provided because it is possible and sometimes advanta-
geous to inherit multiple snapshots from a parent volume. In
this case, the mechanism described herein is generally the
same, while leaving pointers to both parent base snapshots
(when slightly modifying the volinfo block). In addition,
multiple clones 950 may be spawned from the same base
snapshot 835; in this case, information is recorded by setting
the same snapshot bit in bit fields in both clone’s storage label
files 990. In general, the file system 265 pre-serves a snapshot
by recording in the storage label file 790 (FIG. 7) of each
volume 750 whether that file is a clone and, if it is a clone,
which volume is its parent and which snapshot(s) it has inher-
ited.

When mounting the aggregate 700, a table (not shown) is
constructed having en-tries for all clones in the aggregate.
When coming online and before mounting any volumes, the
aggregate examines all storage label files 790 of all volumes
750 to determine relationships among the volumes, e.g.,
whether the volumes are parents or clones. A responsibility of
the aggregate is to enforce these relationships and prevent the
parent volumes from destroying any base snapshot that forms
the basis of a clone. As the volumes 750 come online, the table
can be used to “pin” (mark as undeletable) base snapshots of
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volumes that need to be preserved for clones, while also
preventing any sort of destructive operation that may delete
those snapshots.

Since the modified volinfo block 952 references physical
block locations in the aggregate that cannot be deleted (be-
cause they are held down by the base snapshot 835 in the
parent volume 805), when the clone 950 comes online, it
functions in a manner similar to that of a snap restore arrange-
ment. That is, the modified volinfo block 952 of the clone
references a snapshot at a particular point in time (the base
snapshot 835) and the clone restores the state of the active file
system as represented by that snapshot. The difference
between a clone and a conventional snapshot is that write
allocation can be per-formed on the clone that essentially
allows changes to the base snapshot.

When changes are made to the clone (i.e., blocks of the
base snapshot 835), those changes are written out (stored)
according to an extended write allocation technique
employed by the file system. The extended write allocation
technique is described in above-incorporated U.S. patent
application Ser. No. 10/836,090, entitled EXTENSION OF
WRITE ANYWHERE FILE LAYOUT WRITE ALLOCA-
TION, now issued as U.S. Pat. No. 7,430,571 on Aug. 5, 2008.
Broadly stated, a write allocator selects a pvbn in the aggre-
gate for a newly allocated block and selects a vvbn in the
clone for that new block using appropriate block allocation
bitmaps for both the pvbn and vvbn spaces. As noted, the
container file 940 on the clone 950 initially has no data other
than the modified volinfo block 952. As write operations
occur into the clone, the file system 265 fills in the level 0
blocks 976 of the container file 940 with the changes associ-
ated with those write operations.

As further noted, the block allocation bitmaps used by the
file system to select the vvbn are inherited from the base
snapshot. By inheriting the base snapshot’s bitmaps, the file
system executing on the clone also inherits the snapshot’s
vvbn space; any changes made to the clone are thus directed
to “empty” or unused blocks in that inherited vvbn space.
This avoids any collisions with the blocks in the base snapshot
835. However, the inherited vvbn space diverges from the
vvbn space of the base snapshot at the time the clone is
created. Therefore, as changes are made to the clone, the
container file 940 on the clone starts filling in its level 0 blocks
in accordance with the extended write allocation technique.
Although the base snapshot and clone now have separate
vvbn spaces, some of the vvbns that are used in both spaces
reference the same physical blocks in the aggregate. (Note
that these references to shared physical blocks may be in the
dual vbn indirect blocks for files within flexvols representing
shared physical blocks that have not diverged, i.e., been over-
written by the clone.)

For example when using the owner map 711 to translate a
pvbn to a vvbn during operation on the clone 950, the file
system may discover that the vvid in an entry of the owner
map is not the clone’s vvid. That is, the owner map 711 may
have entries indicating that certain pvbns are owned by the
base snapshot (or, more specifically, the parent volume 805)
at certain vvbns of the parent’s vvbn space. In most cases this
will be ignored. Ifa pvbn entry of the owner map 711 does not
indicate the block belongs to the clone, the block has been
inherited from the aggregate and the appropriate vvbn is the
pvbn. As noted, in the dual vbn embodiment, the question of
whether the clone owns a block involves determining whether
there is a hole in the clone container file for that block.

As long as the base snapshot 835 exists on the parent
volume 805, the parent container file 810 holds onto those
blocks and associated mappings. Because the clone 950 has a
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copy of the base snapshot 835, many of its level O blocks
reference the same physical blocks as the parent volume.
Since these physical blocks are essentially shared between
the clone and parent volume, neither of these volumes will
attempt to free those blocks as long as the snapshot persists.
Note that the owner map 711 may indicate that these shared
blocks are owned by the parent volume 805; nevertheless, the
clone uses those shared blocks for the same purpose as the
parent volume. If an attempt is made to free one of the shared
blocks of the base snapshot 835, the attempt will fail because
when the file system 265 executing on the clone accesses the
owner map 711 to obtain the vvbn associated with the pvbn of
the block it is attempting to free (or determines it has a hole in
its container file), it examines the vvid of the volume that
owns the block. If the parent volume 805 owns the block, the
clone cannot free it. Since the base snapshot 835 exists in the
parent volume, the parent volume also cannot free that shared
block.

As described above, a problem associated with the creation
of clone volumes is that clones typically inherit the buffiree
ID of their parent volumes in order to be able to read data
blocks that are shared with their parents without triggering a
context mismatch. In particular, when reading a data block
shared with a parent volume, the clone volume (that is, the file
system 265 operating on behalf of the clone volume) confirms
that the bufftree ID of the data matches the expected bufftree
ID which is shared by both the par-ent and the clone volume.
If the bufftree ID is not confirmed, a context mismatch has
occurred, and the data is determined to be incorrect. Specifi-
cally, a problem is possible where multiple volumes share a
bufftree ID, and are independently able to move, delete, and
create data blocks with corresponding data IDs (e.g., vvbns),
the potential for over-lapping data block context signatures
exist (i.e., contexts with the same bufftree ID and data ID, but
with different data). Specifically, this potential for overlap-
ping may result in data ID “aliasing”, which may result in
incorrectly returned (and confirmed) data. As such, where
data ID aliasing has occurred, it may be impossible to detect
incorrect data blocks (e.g., for lost write detection) and to
correct an incorrect data block (e.g., to locate the correct data
block).

As an example of data ID aliasing, FIG. 10 is a schematic
diagram of an illustrative chart 1000 showing a data storage
procession (e.g., from the top down) in accordance with par-
ent and clone volumes, accordingly. In particular, a volume
“V” may be established with a bufttree ID “X”, and may write
a data block (where “d1” represents the actual data within the
block) to a physical location “p1” with a data ID of “v”.
Tlustratively, a corresponding context signature may com-
prise the buffiree ID, data ID, and write time of the data, or
“<X, v>" (where write time is omitted for purposes of this
ex-ample). (Note that the left side of the chart correspond-
ingly illustrates a state of the storage system for reference.)
Assume that a clone volume “C” of volume V is then created,
and as mentioned above, is also assigned a bufftree ID “X” of
its parent volume V. Notably, in accordance with various
cloning techniques, a data ID “v” of the clone volume also
references the physical location p1 (i.e., for data d1). (Illus-
tratively, “v"” represents the data ID as used by the clone
volume C in order to distinguish the data ID from the “v” used
by the parent volume V; however, v and V' represent the same
data ID.)

Assume further that the clone volume C deletes its copy
(i.e., its reference to) the data block v', such that v' is now free
for re-use by the clone volume as a data ID to refer to another
data block. (For instance, as described herein, the clone vol-
ume may “free” itself from an underlying “snapshot” of the
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parent volume.) Also, assume that the physical location p1 is
reallocated to (i.e., relocated/moved) to a physical location
p2, such as for defragmentation, etc. mentioned above, and
that the parent volume V is unaware of the change (as con-
ventionally is often the case). Because pl is now free (unal-
located), the clone volume C may utilize that location to write
adatablock (e.g., a new data block because of the nature of a
write-anywhere file layout). Though rare, it is statistically
possible that the clone volume C may write a data block
(having data “d2”) with a data ID of v' into the physical
location p1. As such, both v and v' reference (e.g., point to) the
physical location pl. However, pl contains data d2 for the
clone volume C, while p2 contains data d1 for the parent
volume V. In the event, now, that parent volume V attempts to
access (e.g., read) its data block with data ID “v”, without
knowing of the real-m location, physical location p1 would be
returned. To determine whether the correct data has been
returned, the parent volume confirms the context signature
with what is expected, namely “<X,v>". With the unfortunate
circumstance of data ID aliasing, how-ever, clone volume C
has written new data (d2) to pl having the same context
signature “<X,v'>" (where v'=v) that parent volume V
expects. Accordingly, parent volume V incorrectly confirms
the data d2 located at p1, when its data d1 has been unknow-
ingly relocated to p2.

Notably, the example described above is additionally likely
to occur in the event where there are many “sibling” clones
sharing the same physical storage, or a long hierarchy of
clones (i.e., clones of other clones), each sharing the same
bufftree 1D (e.g., “X”). Accordingly, aliasing may be
extended to more than two volumes, thus increasing the sta-
tistical probability that the aliasing will occur. There remains
a need, therefore, for a technique that uniquely identifies
block ownership among related storage volumes (e.g., among
parents and clones of a storage volume hierarchy, etc.).

F. Uniquely Identifying Block Context Signatures

The present invention is a system and method for uniquely
identifying block con-text signatures in a storage volume
hierarchy of a storage system. In particular, a novel technique
assigns unique IDs (e.g., bufftree IDs) to volumes of the
storage volume hierarchy, yet allows clone volumes to deter-
mine that data blocks belong to an appropriate ancestor vol-
ume (e.g., and were written by the ancestor volume prior to
creation of the clone). In this manner, the novel technique
may uniquely identify and accurately deter-mine whether an
accessed data block is a correct data block (e.g., alleviating
occurrences of data ID aliasing).

Operationally, when volumes 750 are created within an
aggregate 700 in a manner described above, each volume is
assigned a unique buffiree ID 773 in accordance with the
present invention. In particular, clone volumes 950 that are
created from parent volumes 805 are assigned a buffiree ID
973 that is unique from the parent volume’s buff-tree ID 813.
In other words, the bufftree ID for the container file of each
particular volume of the aggregate 700 is assigned a unique
value. Also, upon creation, a clone volume 950 may be con-
figured to store the bufftree ID 813 of the parent volume, for
example, within an ancestor (parent) buffiree ID field 997 of
the clone volume’s storage label file 990. Notably, when the
parent volume 805 is a clone volume of another parent vol-
ume, the bufftree IDs of the parent volume’s parent may also
be stored (i.e., storing the buffiree IDs for all ancestors of the
clone volume). In other words, a chain of relation-ship is
established between a clone volume and its ancestor volumes
in a storage volume hierarchy.

Tlustratively, in accordance with one or more embodi-
ments of the present invention, a file system 265 operating on
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behalf of a particular volume (e.g., clone volume 950)
accesses a data block at a physical storage location. Briefly,
FIG. 11 is a schematic block diagram of an illustrative data
block 1100 having context information 1120 that may be
stored in a physical storage location (e.g., a pvbn) in accor-
dance with one or more embodiments of the present inven-
tion. In particular, a data block 1100 may comprise the stored
data 1105, a conventional checksum value 1110, and the
context information/signature 1120. According to one or
more illustrative embodiments, the context information 1120
may comprise a buffiree ID field 1122, data ID field 1124, and
a write time field (e.g., timestamp) 1126. For instance,
bufftree ID field 1122 may contain the bufftree ID (e.g., for
the container file) of a particular volume that wrote/stored the
data block 1100, while the data ID field 1124 may contain the
data ID used by the particular volume to reference (or point
to) the data block 1100. For example, the data ID may be a file
block number (fbn) used within the container file which in
turn represents a vvbn within the flexible volume, as will be
understood by those skilled in the art and as de-scribed herein.
Further, the write time field 1126 may contain a time at which
the data block was written/stored, such as a generation count
or consistency point (CP) count of the aggregate 700 (the use
of which is described further below).

As mentioned above, upon accessing a data block, the file
system 265 checks the context information 1120 to determine
whether there is context mismatch. In particular, if the data ID
1124 of the accessed data block 1100 confirms (matches)
with an expected data ID (e.g., a vvbn used to reference the
data block), and if a bufftree ID 1122 matches the unique
bufftree ID of the volume (e.g., 973), then the data is deter-
mined to be correct data. If the data ID is expected, but the
bufftree ID of the accessed data block does not confirm with
the unique bufttree ID of the volume, then the buffiree ID of
the accessed data block may be compared against any ances-
tor buffiree IDs (e.g., parent volumes, parents of parent vol-
umes, etc.) of the volume accessing the data block, such as
from ancestor bufftree ID list 997. If the bufftree ID of the
accessed data block confirms with a bufftree ID of an ancestor
volume (notably, it would match only one as each are
uniquely identified), the data block may be determined to be
a correct data block. In other words, the file system 265 may
search the chain of ancestor volumes during context checking
to determine whether the context matches a valid data entry to
be accessed by the volume (e.g., by the clone). If at least one
of either the data ID or the bufftree ID of the data block are
unconfirmed, however, then the data block is an incorrect data
block. Notably, as described below, the file system 265 may
attempt to locate the correct version of the determined incor-
rect data block at a new physical storage location.

As an example, FIG. 12 is a schematic diagram of an
illustrative chart 1200 showing a data storage procession in
accordance with uniquely identified block context signatures
in accordance with one or more embodiments of the present
invention. In particular, in a similar manner to FIG. 10
described above, a volume “V” may be established with a
bufftree ID “X”, and may write a data block 1100 (where “d1”
represents the actual data within the block) to a physical
location “p1” (e.g., a pvbn of the aggregate 700) with a data
ID of “v” (e.g., a vvbn), and at a time “w1”. Illustratively, a
corresponding context signature 1120 may comprise the
bufftree ID 1122, data ID 1124, and write time 1126 of the
data, or “<X, v, w1>". (Note that the left side of the chart again
correspondingly illustrates a state of the storage system for
reference.) Assume that a clone volume “C” of volume V is
then created (at time “w2”), and in accordance with the
present invention, is assigned a unique bufftree ID “Y”. Nota-
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bly, in accordance with various cloning techniques described
herein, a data ID “v” of the clone volume also references the
physical location pl (i.e., for data d1). (Illustratively, “v'’
represents the data ID as used by the clone volume C in order
to distinguish the data ID from the “v”” used by the parent
volume V; however, v and v' represent the same data ID.)

Assume further that the clone volume C deletes its copy
(i.e., its reference to) the data block v', such that v' is now free
for re-use by the clone volume as a data ID to refer to another
data block. (For instance, as described herein, the clone vol-
ume may “free” itself from an underlying “snapshot” of the
parent volume, e.g., by deleting the snapshot that it inherited
at clone creation time.) Also, assume that the physical loca-
tion p1 is real-located to (i.e., relocated/moved) to a physical
location p2, such as for defragmentation, etc., and that the
parent volume V is unaware of the change (as conventionally
is often the case). Note that due to the reallocation, the context
information 1120 of the moved data block may now include a
new write time 1126 of “w3”.

Because p1 is now free (unallocated), the clone volume C
may utilize that location to write a data block. Though rare, it
is statistically possible that the clone volume C may write a
data block (having data “d2”) with a data ID of v' into the
physical location p1 (and at time “w4”). As such, both v and
v' reference (e.g., point to) the physical location p1. However,
p1 contains data d2 for the clone volume C, while p2 contains
data d1 for the parent volume V. Contrary to the problems
associated with shared bufftree IDs presented in FIG. 10,
however, in the event that parent volume V attempts to access
(e.g., read) its data block with data ID “v”, without knowing
of'the reallocation, physical location p1 would be returned. To
determine whether the correct data has been returned, the
parent volume confirms the context signature 1120 with what
is expected, namely at least the buffiree ID and data ID or
“<X,v>". Advantageously, in accordance with the present
invention, clone volume C has written new data (d2) to pl
having a different context signature “<Y,v'>" (where v'=v),
thus having a bufttree ID 1122 that is unexpected (i.e., not the
bufftree ID of the parent volume V). Accordingly, parent
volume V determines that p1 does not contain the requested
data d2, and may investigate further to determine (e.g.,
described below) that data d2 has been unknowingly relo-
cated to p2.

Notably, while the above solution of uniquely identifying
bufftree IDs of volumes within an aggregate may alleviate a
greater proportion of data ID aliasing instances, there remains
apossibility (though much less likely) that areallocated block
is incorrectly determined to be a correct data block. For
instance, according to the present invention, if a file system
265 attempts to read/access a data block 1100 for a clone
volume 950, a buff-tree ID 1122 within the context informa-
tion is compared to the buffiree ID 973 of the clone volume.
If the bufftree ID does not match, then the clone volume
compares the bufftree ID 1122 with bufftree IDs of its ances-
tor (e.g., parent, etc.) volumes to determine a match. For most
situations, this operation functions seamlessly to uniquely
identify context signatures and to properly confirm data.
However, there are circumstances that may exists where the
parent volume has written data to a physical storage location
that is being incorrectly accessed by a clone volume, after
creation of the clone volume (de-scribed in further detail
below, e.g., with reference to FIG. 13).

In accordance with one or more embodiments of the
present invention, therefore, the data block 1100 may have an
associated write time 1126 corresponding to a time at which
the data was stored, and the volume accessing the data block
1100 (e.g., clone volume 950) may also have an associated
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write time 993 corresponding to a time at which the volume
was created. In this manner, if the bufftree ID of the accessed
data block con-firms with a bufftree ID of an ancestor volume,
the write times (of the context information 1120 and the
accessing volume 993) may be used to determine whether the
write time of the data block is prior to creation of the volume
for which the data block is accessed. Specifically, if the data
block was written before creation of the clone volume, the
clone volume copied the previously written data block, and
the data block is a correct data block. If, however, the data
block was written after creation of the clone volume, the data
block has since been reallocated and rewritten by an ancestor
volume, and is an incorrect data block.

As an example, FIG. 13 is a schematic diagram of an
illustrative chart 1300 showing a data storage procession in
accordance with uniquely identified block context signatures
in accordance with one or more embodiments of the present
invention. In particular, assume that FIG. 13 continues from
the event occurring above the dashed line shown in FIG. 12
described above, that is, after the clone volume C writes data
d2 to pl. In chart 1300, further assume that p1 (with clone
volume C’s data d2) is reallocated to a new physical storage
location “p3” at a time “w5”. Now, according to the state of
the illustrative storage system, v and v' both reference p1, p1
is a free block, p2 contains data d1 with context <X, v, w3>,
and p3 contains data d2 with context <Y, v', w5>. In the rare
occasion, then, that p2 is reallocated back to p1 (e.g., at time
“w6”), p1 (notably referenced by both v and v') contains data
d1 with context <X, v, w6>.

Inthe event that the file system 265 attempts to read/access
the data block referenced by v' for the clone volume C, physi-
cal storage location p1 is returned. Through context checking
of signature 1120, the file system may determine that the
bufftree ID 1122 does not match the clone volume’s buffiree
1D 973 “Y”, but does match an ancestor volume’s bufftree ID
(as stored in list 997), e.g., the parent volume’s bufftree ID
“X”. Without utilizing the write time 1126 of the context
information, the context check by the file system 265 will
determine that the data is correct, when in fact, it is not (i.e.,
d1 is not d2). In accordance with the present invention, then,
by determining whether the write time 1126 of the accessed
data block 1100 is after the creation of the accessing volume
(i.e., after creation of clone volume C according to its stored
write time 993, w2), the file system 265 may determine
whether the data is valid/correct. If the data is incorrect, the
file system may attempt to locate the correct data, described
below.

Notably, in the event that the accessing volume (e.g., clone
volume C) has multiple ancestor volumes (e.g., parents of
parent volumes, etc.), the file system may be configured to
more specifically confirm that the write times of each ances-
tor volume (e.g., stored in ancestor volume write times field
999) respectively indicates that the write time 1126 of the data
block 1100 represents an appropriately copied/cloned pro-
gression. For instance, assume volume 1 is a parent of volume
2, which is a parent of volume 3. Also, assume that volume 1
writes a data block after creation of volume 2, but before the
creation of volume 3. As such, comparing the write time of the
volume 1 block to the creation time of volume 3 may not
correctly reflect the data dependencies between clones that
are advantageously used in accordance with the present
invention. As such, further clarifications may need to be per-
formed to ensure that the chain of hierarchical ancestry was
appropriately confirmed with regard to write times. For
example, the file system 265 may need to confirm that the data
was written by volume 1 before the creation of volume 2
which was before the creation of volume 3, etc.
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As mentioned above, once an accessed data block 1100 is
determined to be incorrect data, the file system 265 may
search for the correct data. Illustratively, the file sys-tem may
query a centralized database (e.g., a container file for the
volume as described above) for a reference to a correct (e.g.,
new) physical storage location of the relocated data. If the
centralized database (container file) confirms the accessed
physical storage location (that is, the container file also ref-
erences the incorrect data block), then the file system may
conclude that the correct data has been lost. In particular, as
described above, the container file contains a mapping of data
IDs (vvbns) to physical storage locations (pvbns), which is
maintained up-to-date during data block reallocations, as
may be understood by those skilled in the art.

FIG. 14 is a flowchart detailing the steps of a procedure
1400 for use with uniquely identifying block context signa-
tures in a storage volume hierarchy of a storage system in
accordance with one or more embodiments of the present
invention. The procedure 1400 begins in step 1405 and con-
tinues to step 1410 where a parent volume (e.g., volume V) is
copied to create a clone volume (e.g., volume C) (e.g., by file
system 265). In step 1415, a unique bufftree ID is assigned to
the clone volume (e.g., “Y”), specifically unique from the
parent volume’s ID (e.g., “X”). Also, in accordance with one
or more embodiments of the present invention, a write time
may be assigned to the clone volume in step 1420 that indi-
cates the time of clone volume creation.

In step 1425, data blocks within the parent and/or clone
volumes may be written, deleted, and/or reallocated in step
1425 by the file system 265, as described above. In particular,
data blocks may be written and/or deleted for a particular
volume (e.g., the clone volume C) or by another volume (e.g.,
the parent volume V), while data blocks may be reallocated
without knowledge of the volumes, as also described above.
Notably, for each time a data block is written (e.g., in response
to a write or a reallocation), a write time is assigned to the data
blocks in step 1430 that indicates when the data block is
writ-ten (e.g., stored within context information 1120, men-
tioned above). If data blocks are not accessed by the volumes
(e.g., reallocation without volume intervention) in step 1435,
then the procedure 1400 may return to step 1425 to reallocate
data blocks. If data blocks are accessed (e.g., read) in step
1435, then the procedure 1400 continues in step 1440 to
procedure 1500 of FIG. 15, described below. (Notably,
according to the illustrative WAFL file system 265, a data
block need not be accessed prior to being written. How-ever,
where other embodiments may utilize a write-in-place file
system, a read-before-write implementation may require the
procedure described in FIG. 15 below prior to writing the data
block in step 1425.)

In particular, FIG. 15 is a flowchart detailing the steps of a
procedure 1500 for use with uniquely identifying block con-
text signatures in a storage volume hierarchy of a storage
system in accordance with one or more embodiments of the
present invention. The procedure 1500 begins in step 1505
and continues to step 1510 where a volume (that is, e.g.,
where a file system 265 operating on behalf of a volume)
accesses a data block. For instance, clone volume C (with ID
“Y”’) may wish to access a data block with data ID (e.g., vvbn)
“v” from a physical location (e.g., pvbn) “p1” within the
aggregate 700, as mentioned above. In step 1515, the file
system attempts to confirm the data ID 1124 as obtained
within the context information 1120 from the accessed data
block at p1, and if the data ID does not match the expected
data ID (e.g., “v”), then the data is determined to be incorrect
in step 1550 (below). If the data ID is confirmed (e.g.,
matches the expected ID), then the file system 265 attempts to
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confirm the buffiree ID 1122 of the context information 1120
in step 1520 based on the volume for which the data block is
being accessed (e.g., clone volume C, bufttree ID “Y™). If the
bufftree ID is also confirmed (that is, if the context informa-
tion comprises <Y, v>), then the data is determined to be
correct in step 1545.

If, on the other hand, the bufftree ID does not match the
accessing volume’s ID (e.g., isnot “Y™), then in step 1525, the
file system 265 determines whether the bufftree ID 1122
corresponds to a bufftree ID of any ancestor volumes (i.e., if
any exist). For instance, as described above, the file system
265 checks the stored list of ancestor bufftree IDs 997 for the
volume accessing the data block to determine whether there is
a matching ID. For example, if the returned bufftree ID 1122
of'the context information X00 is “X”, and parent volume V’s
bufftree ID is “X”, then the file system may conclude that
there is a corresponding ancestor volume with the bufftree ID
from the context information in step 1530. If not, the data is
determined to be incorrect in step 1550. However, if the
bufftree ID does belong to an ancestor volume in step 1530,
then the data may be deter-mined to be correct data, accord-
ingly.

Iustratively, in accordance with one or more embodi-
ments of the present invention, determining that data is cor-
rect after step 1530 comprises more detailed steps in proce-
dure 1500. In particular, as described above, the file system
265 may need to determine in step 1535 whether a write time
(e.g., 1126 of context information 1120) of the data block is
prior to creation of the volume accessing the data (e.g., the
creation/write time of clone volume C, 993). If the data block
was not written prior to the volume’s creation in step 1540,
then the data is incorrect in step 1550 (i.e., was written by an
ancestor volume after the clone was created). If, however, the
data block was written prior to the volume’s creation in step
1540, then the data is determined to be correct in step 1545,
accordingly. (Note that as mentioned above, further clarifica-
tions may need to be performed to ensure that the chain of
hierarchical ancestry was appropriately confirmed with
regard to write times.) The procedure 1500 ends in step 1555.
Furthermore, though not explicitly shown as a procedure
herein, once a data block is determined to be incorrect data,
the file system 265 may search for the correct data, such as by
accessing a con-tamer file for a reference to the relocated data
as described above, or by concluding that the correct data has
been lost (e.g., where the container file still references the
physical storage location p1).

To again summarize, the present invention provides a sys-
tem and method for uniquely identifying block context sig-
natures in a storage volume hierarchy of a storage system. In
particular, a novel technique is provided that allows for fine-
grained context checking, particularly for clone volumes and
their ancestors (e.g., parent volumes) and sibling volumes
(e.g., clones of a same parent volume). By assigning unique
bufftree IDs to volumes of the storage volume hierarchy, yet
allowing clone volumes to determine that data blocks belong
to an appropriate ancestor volume (e.g., and were written by
the ancestor volume prior to creation of the clone), the novel
technique may uniquely identify and accurately determine
whether an accessed data block is a correct data block (e.g.,
alleviating occurrences of data ID aliasing).

In addition, the present invention advantageously allows
for more finely grained context checking, thus alleviating
occurrences of data ID aliasing, particularly for clone vol-
umes and their related siblings and ancestors (parents). Also,
the novel techniques described herein do not (generally)
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result in a “space penalty”, such that data IDs (vvbns) and
physical storage locations (pvbns) may be reused without fear
of data ID aliasing.

While there have been shown and described illustrative
embodiments that uniquely identify block context signatures
in a storage volume hierarchy of a storage sys-tem, it is to be
understood that various other adaptations and modifications
may be made within the spirit and scope of the present inven-
tion. For example, the embodiments have been shown and
described herein with/using clone volumes created from
snap-shots/PCPIs of a parent volume. However, the embodi-
ments of the invention in its broader sense are not so limited,
and may, in fact, be used with any appropriately established
clone volume that may benefit from a unique buffiree ID and
the associated techniques described herein, such as clone
volumes created directly from parent volumes (i.e., without
an intermediate snapshot/PCPI volume). Also, while the
above description is specifically described using clone, par-
ent, ancestor, and sibling volumes as related volumes, other
related volumes may advantageously utilize the techniques
described herein (e.g., for de-duplication across volumes,
etc.), as may be appreciated by those skilled in the art. Further,
while volumes are illustratively identified by their bufftree
1Ds, the techniques described herein may be equally appli-
cable to any type of volume identifier, and the volume need
not comprise a tree structure or, specifically, a bufftree.

The foregoing description has been directed to specific
embodiments of this invention. It will be apparent, however,
that other variations and modifications may be made to the
described embodiments, with the attainment of some or all of
their advantages. For example, it is expressly contemplated
that the teachings of this invention can be implemented as
software, including a computer-readable medium having pro-
gram instructions executing on a computer, hardware, firm-
ware, or a combination thereof. Accordingly, this description
is to be taken only by way of example and not to otherwise
limit the scope of the invention. It is thus the object of the
appended claims to cover such variations and modifications
as come within the true spirit and scope of the invention.

What is claimed is:

1. A computer-implemented method, comprising:

assigning, by a processor executing a storage operating
system of a computer, a first unique buffer tree identifier
(bufftree ID) to a first volume of the computer and
assigning a second unique bufftree ID to an ancestor
volume of the first volume;

accessing a data block of the first volume by the storage
operating system, and in response, determining whether
a data ID of the data block matches an expected data ID
for the first volume;

if the data ID of the data block matches the expected data
1D, determining whether a volume ID of the data block
matches the first unique buffiree ID of the first volume;

if the volume ID of the data block matches the first unique
bufftree ID of the first volume, determining that the data
block is a correct data block;

if the volume ID of the data block does not match the first
unique bufftree ID of the first volume, determining
whether the volume ID of the data block matches the
second unique bufftree ID of the ancestor volume;

if the volume ID of the data block match the second unique
bufftree ID of the ancestor volume, determining that the
data block is the correct data block; and

if at least one of the data ID and the volume ID of the data
block do not match, determining that the data block is an
incorrect data block.
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2. The computer-implemented method as in claim 1,
wherein the data block has a write time corresponding to a
time at which the data block was stored, and wherein deter-
mining that the data block is the correct data block if the
volume ID of the data block matches the second unique
bufftree ID of the ancestor volume, further comprises:

determining whether the write time of the data block is

prior to creation of the ancestor volume;

if so, determining that the data block is the correct data

block; and

if not, determining that the data block is the incorrect data

block.

3. The computer-implemented method as in claim 1,
wherein the data ID and volume ID of the data block are
contained within a context signature of the data block.

4. The computer-implemented method as in claim 1,
wherein the data ID comprises a virtual volume block number
(vvbn) and a physical location of the data block is associated
with a physical virtual block number (pvbn).

5. The computer-implemented method as in claim 1,
wherein the data block is stored at a physical location as part
of'an aggregate of physical locations shared among a plurality
of volumes, the plurality of volumes comprising the first
volume.

6. The computer-implemented method as in claim 5, fur-
ther comprising:

assigning unique volume IDs to one or more volumes of the

aggregate.

7. The computer-implemented method as in claim 1,
wherein the ancestor volume comprises a clone volume ofthe
first volume.

8. The computer-implemented method as in claim 1,
wherein the first volume is a clone volume of a parent volume.

9. The computer-implemented method as in claim 1,
wherein the incorrect data block is determined in response to
reallocation of the data block from a first physical storage
location to another physical storage location.

10. The computer-implemented method as in claim 9, fur-
ther comprising:

in response to determining that the data block is the incor-

rect data block, querying a centralized database opera-
tively connected to the computer to determine a correct
physical storage location of the data block.

11. The computer-implemented method as in claim 10,
further comprising:

determining that the centralized database matches the

physical storage location of the incorrect data block; and
in response, determining that the data block is lost.

12. The computer-implemented method as in claim 10,
further comprising:

determining that the centralized database contains a new

physical storage location of the data block; and

in response, accessing the data block at the new physical

storage location.

13. The computer-implemented method as in claim 10,
wherein the centralized database comprises a container file of
the first volume, the container file further comprising a map-
ping of data block data IDs to physical storage locations on
one or more storage devices.

14. The computer-implemented method as in claim 1,
wherein the volume ID comprises a buffer tree ID (bufftree
D).

15. A computer-implemented method, comprising:

creating, by a processor executing a storage operating sys-

tem of a computer, a clone volume from a parent volume,
the parent volume comprising a first unique buffiree
identifier (ID);
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assigning a second unique bufftree ID to the clone volume
that is unique from the first unique bufftree ID and
unique from any other unique bufftree IDs of ancestor
volumes within a volume hierarchy of the clone;
accessing a data block within the volume hierarchy of the
clone; and
determining that the data block is a correctly accessed data
block if a volume ID of where the data block is stored
matches one of the unique bufftree IDs of any volume
within the volume hierarchy of the clone.
16. The computer-implemented method as in claim 15,
further comprising:
determining that the data block is the correctly accessed
data block if the volume ID matches the unique bufftree
1D of either the parent volume or any ancestor volume in
the volume hierarchy of the clone and if a write time of
the data block is prior to creation of the clone volume.
17. The computer-implemented method as in claim 16,
wherein at least one of the bufttree IDs comprises the volume
1D of where the data block is stored.
18. A storage system, comprising:
a processor operatively connected to the storage system;
a parent volume operatively connected to the storage sys-
tem and configured to store data blocks, the parent vol-
ume comprising a first unique bufttree identifier (ID) in
an inode of the parent volume;
aclone volume operatively connected to the storage system
and created from the parent volume, the clone volume
comprising a second unique bufftree ID in an inode of
the clone volume that is unique from the first bufttree ID
of the parent volume; and
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the processor configured to execute a storage operating
system, the storage operating system when executed
operable to: access a data block of the clone volume; and
determine that the data block is a correctly accessed data
block if a volume ID of the data block matches at least
one of the first and second unique bufftree IDs of either
the clone volume or the parent volume and if a write time
of the data block is prior to creation of the clone volume.
19. The storage system as in claim 18, further comprising:
a centralized database operatively connected to the storage
system configured to store a physical location of the data
block; and
wherein the storage operating system when executed is
further operable to: query the centralized database to
determine a correct physical storage location of the data
block in response to a determination that the data block
is an incorrectly accessed data block.
20. The storage system as in claim 19, wherein the storage
operating system when executed is further operable to:
determine that the data block is lost in response to the
determination that the centralized database matches the
physical storage location of the incorrectly accessed
data block; and
access the data block at a new physical storage location in
response to a determination that the centralized database
contains the new physical storage location of the data
block.
21. The storage system as in claim 18, wherein the bufftree
ID comprises the volume ID of which volume stores the data
block.
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