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UNIQUELY IDENTIFYING BLOCK 
CONTEXT SIGNATURES IN A STORAGE 

VOLUME HIERARCHY 

FIELD OF THE INVENTION 

The present invention relates to storage systems and, in 
particular, to uniquely identifying block context signatures in 
a storage volume hierarchy. 

BACKGROUND OF THE INVENTION 

A storage system is a computer that provides storage ser 
vice relating to the organization of information on writable 
persistent storage devices, such as memories, tapes, or disks. 
The storage system is commonly deployed within a storage 
area network (SAN) or a network attached storage (NAS) 
environment. When used within a NAS environment, the 
storage system may be embodied as a ?le server including an 
operating system that implements a ?le system to logically 
organize the information as a hierarchical structure of direc 
tories and ?les on, e.g., the disks. Each “on-disk” ?le may be 
implemented as a set of data structures, e.g., disk blocks (or 
“data blocks”), con?gured to store information, such as the 
actual data for the ?le. A directory, on the other hand, may be 
implemented as a specially formatted ?le in which informa 
tion about other ?les and directories are stored. As used herein 
a ?le is de?ned to be any logical storage container that con 
tains a ?xed or variable amount of data storage space, and that 
may be allocated storage out of a larger pool of available data 
storage space. As such, the term ?le, as used herein and unless 
the context otherwise dictates, can also mean a container, 
object, or any other storage entity that does not correspond 
directly to a set of ?xed data storage de-vices.A ?le system is, 
generally, a computer system for managing such ?les, includ 
ing the allocation of ?xed storage space to store ?les on a 
temporary or permanent basis. 
As will be understood by those skilled in the art, many 

storage systems store a checksum value with each data block, 
e.g., a count of the number of set bits in the data block. In this 
manner, when reading the data block, the checksum may be 
con?rmed to ensure that the data block was read correctly, 
such as where a newly computed checksum based on the read 
data matches the stored checksum. In addition, certain stor 
age systems are con?gured to store context information (or 
“context signatures”) along with the checksum. For instance, 
certain storage ?le systems, such as a Write Anywhere File 
Layout (WAFL®) ?le system (available from NetworkAppli 
ance, Inc., of Sunnyvale, Calif.), may implement various 
techniques to point to physical storage locations for data 
block access. As such, while the checksum may be used to 
con?rm that the data within a stored data block was read 
correctly, the context information may be used to con?rm that 
the data block accessed is the correct data block. 

For example, context information may comprise a buffer 
tree identi?er (“bufftree ID”) of a volume (or other storage 
grouping representation, as described herein or as will be 
understood by those skilled in the art) that wrote/stored the 
data block, a data ID of the data block (e.g., a pointer to the 
data block as used by the volume), and a write time (e.g., a 
“generation count”) indicating when the data block was writ 
ten. For instance, when reading a block of data, a volume may 
con?rm that the bufftree ID and the data ID of the data block 
context signature match the expected bufftree ID and data ID. 
(Currently, the write time is generally only used to con?rm 
valid data, i.e., that the data was not written in the future.) If 
the context signature does not match, however, then the stor 
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2 
age system may determine that the data block has either been 
incorrectly written (e.g., a “lost write”) or that the data block 
has been moved (“reallocated”) to a new physical location 
(e.g., to defragment free space by cleaning segments, etc., as 
will be understood by those skilled in the art). Accordingly, 
then, the storage system may attempt to recover the data 
block, that is, attempt to locate the physical storage location 
for the re-allocated data block, or re-construct data from 
parity in the case of a “lost write”. 

Occasionally, a copy or “clone” of a storage volume (i.e., of 
a “parent” volume) may be created, such as for backup pur 
poses, for writeable copies, etc. Clones, generally, may be 
initially established by sharing the underlying data blocks 
(and physical storage) of the parent volume, and as each of the 
volumes are modi?ed, the shared data blocks may begin to 
diverge into data that speci?cally belongs to one or the other 
volume. An example technique that may be used to copy/ 
clone a volume is described in commonly owned, US. patent 
application Ser. No. 10/837,254, entitled CLONING TECH 
NIQUE FOR EFFICIENTLY CREATING A COPY OF A 
VOLUME INA STORAGE SYSTEM, ?ledApr. 30, 2004 by 
John K. Edwards et al., now issued as US. Pat. No. 7,409,511 
on Aug. 5, 2008, and in commonly owned, US. patent appli 
cation Ser. No. 10/836,112, entitled WRITEABLE CLONE 
OF READ-ONLY VOLUME, ?led Apr. 30, 2004 by Robert 
L. Fair et al., now issued as US. Pat. No. 7,334,095 on Feb. 
19, 2008, the contents of both of which are hereby incorpo 
rated by reference in their entirety. Currently, clones typically 
inherit the bufftree ID of their parent volumes in order to be 
able to read data blocks that are shared with their parents 
without triggering a context mismatch. In particular, when 
reading a data block shared with a parent volume, the clone 
volume still con?rms that the bufftree ID and the data ID of 
the data block context signature match the expected bufftree 
ID and data ID, i.e., thus the bufftree ID currently must match 
both the parent and the clone’s bufftree ID, otherwise creating 
a context mismatch. (For example, this may be necessary to 
avoid false positives while reading shared blocks between 
clones and parents.) 

In many situations, using the parent volume’s bufftree ID 
as the clone volume’s bufftree ID is a viable solution. How 
ever, by having multiple volumes share a bufftree ID, in 
particular, multiple volumes that are independently able to 
move, delete, and create data blocks with corresponding data 
IDs, the potential for overlapping data block context signa 
tures exist (i.e., contexts with the same bufftree ID and data 
ID, but with different data). Speci?cally, this potential for 
overlapping may result in data ID “aliasing”, which may 
result in incorrectly returned (and con?rmed) data. As such, 
where data ID aliasing has occurred, it may be impossible to 
detect incorrect data blocks (e.g., for lost write detection) and 
to correct an incorrect data block, e. g., using a reconstruction 
mechanism from parity; and to correctly locate blocks in the 
case of re-allocation. 

There remains a need, therefore, for a technique that 
uniquely identi?es block ownership among related storage 
volumes (e.g., among parents and clones of a storage volume 
hierarchy, etc .). 

SUMMARY OF THE INVENTION 

The disadvantages of the prior art are overcome by provid 
ing a system and method for uniquely identifying block con 
text signatures in a storage volume hierarchy of a storage 
system. In particular, a novel technique is provided that 
allows for ?ne-grained context checking, particularly for 
clone volumes and their ancestors (e.g., parent volumes) and 
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sibling volumes (e.g., clones of a same parent volume). By 
assigning unique identi?ers (“IDs,” e.g., buffer tree or 
“bufftree IDs”) to volumes of the storage volume hierarchy, 
yet allowing clone volumes to determine that data blocks 
belong to an appropriate ancestor volume (e.g., and were 
written by the ancestor volume prior to creation of the clone), 
the novel technique may uniquely identify and accurately 
determine whether an accessed data block is a correct data 
block (e.g., alleviating occurrences of data ID aliasing). 

Illustratively, in accordance with one or more embodi 
ments of the present invention, the novel technique accesses a 
data block at a physical storage location for a volume having 
a unique bufftree ID (e.g., a clone volume). If a data ID of the 
accessed data block con?rms with an expected data ID, and if 
a bufftree ID matches the unique bufftree ID of the volume, 
then the data is determined to be correct data. If the data ID is 
expected, but the bufftree ID of the accessed data block does 
not match the unique bufftree ID of the volume, then the 
bufftree ID of the accessed data block may be compared 
against any ancestor bufftree IDs (e.g., parent volumes, par 
ents of parent volumes, etc.) of the volume accessing the data 
block. If the bufftree ID of the accessed data block con?rms 
with a bufftree ID of an ancestor volume, the data block may 
be determined to be a correct data block. If at least one of 
either the data ID or the bufftree ID of the data block are 
uncon?rmed, however, then the data block is an incorrect data 
block (e.g., which the volume may attempt to locate at a new 
physical storage location). 

Also, in accordance with one or more embodiments of the 
present invention, the data block may have an associated write 
time corresponding to a time at which the data was stored, and 
the volume accessing the data block may also have an asso 
ciated write time corresponding to a time at which the volume 
was created (e.g., particularly for a clone volume). In this 
manner, if the bufftree ID of the accessed data block con?rms 
with a bufftree ID of an ancestor volume, the write times may 
be used to determine whether the write time of the data block 
is prior to creation of the volume for which the data block is 
accessed. Speci?cally, if the data block was written before 
creation of the clone volume, the clone volume shares the 
previously written data block, and the data block is a correct 
data block. If, however, the data block was written after 
creation of the clone volume, the data block has since been 
rewritten by an ancestor volume, and is an incorrect data 
block. In summary, a block has a correct context signature for 
reads of shared blocks by clone volumes if the bufftree ID in 
the context signature matches a buff-tree ID in the clone 
ancestry and the write time in the context signature is older 
than the creation time of the clone. 

BRIEF DESCRIPTION OF THE DRAWINGS 

The above and further advantages of the invention may be 
better understood by referring to the following description in 
conjunction with the accompanying drawings in which like 
reference numerals indicate identical or functionally similar 
elements: 

FIG. 1 is a schematic block diagram of an exemplary stor 
age system in accordance with an embodiment of the present 
invention; 

FIG. 2 is a schematic block diagram of an exemplary stor 
age operating system for use with the storage system of FIG. 
1 in accordance with an embodiment of the present invention; 

FIG. 3 is a schematic block diagram of an exemplary inode 
in accordance with an embodiment of the present invention; 

FIG. 4 is a schematic block diagram of an exemplary buffer 
tree in accordance with an embodiment of the invention; 
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4 
FIG. 5 is a schematic block diagram of an exemplary buffer 

tree in accordance with an embodiment of the present inven 

tion; 
FIG. 6 is a schematic block diagram of an exemplary aggre 

gate in accordance with an embodiment of the present inven 

tion; 
FIG. 7 is a schematic block diagram of an exemplary on 

disk data structure of an aggregate in accordance with an 

embodiment of the present invention; 
FIG. 8 is a schematic block diagram illustrating an embodi 

ment of an aggregate including a clone in accordance with an 
embodiment of the present invention; 

FIG. 9 is a schematic block diagram of an on-disk repre 
sentation of the clone in accordance with an embodiment of 

the present invention; 
FIG. 10 is a schematic diagram of an illustrative chart 

showing a data storage pro-cession in accordance with parent 
and clone volumes; 

FIG. 11 is a schematic block diagram of an illustrative data 
block having context information that may be stored in a 
physical storage location in accordance with one or more 
embodiments of the present invention; 

FIG. 12 is a schematic diagram of an illustrative chart 
showing a data storage pro-cession in accordance with 
uniquely identi?ed block context signatures in accordance 
with one or more embodiments of the present invention; 

FIG. 13 is a schematic diagram of an illustrative chart 
showing a data storage pro-cession in accordance with 
uniquely identi?ed block context signatures in accordance 
with one or more embodiments of the present invention; 

FIG. 14 is a ?owchart detailing the steps of a procedure for 
use with uniquely identifying block context signatures in a 
storage volume hierarchy of a storage system in accordance 
with one or more embodiments of the present invention; and 

FIG. 15 is a ?owchart detailing the steps of a procedure for 
use with uniquely identifying block context signatures in a 
storage volume hierarchy of a storage system in accordance 
with one or more embodiments of the present invention. 

DETAILED DESCRIPTION OF ILLUSTRATIVE 
EMBODIMENTS 

The present invention is directed to a system and method 
for uniquely identifying block context signatures in a storage 
volume hierarchy of a storage system. In particular, one or 
more novel techniques assign unique buffer tree identi?ers 
(“bufftree IDs”) to par-ent and clone volumes of the storage 
volume hierarchy, and allow the storage system to determine 
whether an accessed data block of the volume hierarchy is a 
correct data block. Accordingly, the techniques alleviate 
occurrences of data ID aliasing by preventing over-lapping 
signatures (e.g., shared bufftree IDs and data IDs) and context 
mismatches, as would be the case with sharing bufftree IDs 
between volumes of the hierarchy (e.g., between parent and 
clone volumes). 

A. Storage System 
The present invention may be implemented, in the illustra 

tive embodiment, on a storage appliance that serves both ?le 
and block protocol access to information stored on storage 
devices in an integrated manner. In this context, the term 
storage appliance de-notes a computer having features such 
as simplicity of storage service management and ease of 
storage recon?guration, including reusable storage space, for 
users (system administrators) and clients of network attached 
storage (NAS) and storage area network (SAN) deployments. 
The storage appliance may provide NAS services through a 
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?le system, while the same appliance provides SAN services 
through SAN virtualization, including logical unit number 
(LUN) emulation. 

FIG. 1 is a schematic block diagram of a storage appliance 
con?gured to provide storage service relating to the organi 
zation of information on storage devices, such as disks 130. 
The storage appliance is illustratively embodied as a storage 
system 100 comprising a processor 122, a memory 124, a 
plurality of network adapters 125, 126, and a storage adapter 
128 interconnected by a system bus 123. The storage system 
100 also includes a storage operating system 200 that pro 
vides a virtualization system (and, in particular, a ?le system) 
to logically organize the information as a hierarchical struc 
ture of named directory, ?le, and virtual disk (vdisk) storage 
objects on the disks 130. 

Whereas clients of a NAS-based network environment 
have a storage viewpoint of ?les, the clients of a SAN-based 
network environment have a storage viewpoint of blocks or 
disks. To that end, the storage system 100 presents (exports) 
disks to SAN clients through the creation of logical unit 
numbers (LUNs) or vdisk objects. A vdisk object (hereinafter 
“vdisk”) is a special ?le type that is implemented by the 
virtualization system and translated into an emulated disk as 
viewed by the SAN clients. The storage system thereafter 
makes these vdisks accessible to the SAN clients on LUNs 
through controlled exports, as described further herein. 

In the illustrative embodiment, the memory 124 comprises 
storage locations that are addressable by the processor and 
adapters for storing software program code and data struc 
tures associated with the present invention. The processor and 
adapters may, in turn, comprise processing elements and/or 
logic circuitry con?gured to execute the software code and 
manipulate the data structures. The storage operating system 
200, portions of which are typically resident in memory and 
executed by the processing elements, functionally organizes 
the storage system by, inter alia, invoking storage operations 
in sup-port of the storage service implemented by the system. 
It will be apparent to those skilled in the art that other pro 
cessing and memory means, including various computer 
readable media, may be used for storing and executing pro 
gram instructions pertaining to the inventive system and 
method described herein. 

The network adapter 125 couples the storage system to a 
plurality of clients 160a,b over point-to-point links, wide area 
networks, virtual private networks implemented over a public 
network (Internet) or a shared local area network, hereinafter 
referred to as an illustrative Ethernet network 165. Therefore, 
the network adapter 125 may comprise a network interface 
card (NIC) having the mechanical, electrical and signaling 
circuitry needed to connect the storage system to a network 
switch, such as a conventional Ethernet switch 170. For this 
NAS-based network environment, the clients are con?gured 
to access information stored on the storage system as ?les. 
The clients 160 communicate with the storage system over 
network 165 by exchanging discrete frames or packets of data 
according to pre-de?ned protocols, such as the Transmission 
Control Protocol/Internet Protocol (TCP/IP). 

The clients 160 may be general-purpose computers con 
?gured to execute applications over a variety of operating 
systems, including the UNIX® and Microsoft® WindowsTM 
operating systems. Client systems generally utilize ?le-based 
access protocols when accessing information (in the form of 
?les and directories) over a NAS-based net-work. Therefore, 
each client 160 may request the services of the storage system 
100 by issuing ?le access protocol messages (in the form of 
packets) to the appliance over the network 165. It will be 
apparent to those skilled in the art that other clients running 
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6 
other types of operating systems may also communicate with 
the storage system using other ?le access protocols. 

Illustratively, client (or host) 1601) includes a client ?le 
system 191 that interfaces with one or more applications 192. 
The client ?le system 191 is illustratively overlaid onto a data 
container (such as a LUN) served by the storage system. For 
example, the storage system may export the LUN, which the 
client ?le system 191 utilizes to store data. Altemately, a 
non-?le system application 196 executing on client 160a may 
comprise a database system or other system. 
The storage network “target” adapter 126 also couples the 

multi-protocol storage system 100 to clients 160 that may be 
further con?gured to access the stored information as blocks 
or disks. For this SAN-based network environment, the stor 
age system is coupled to an illustrative Fibre Channel (FC) 
network 185. PC is a networking standard de-scribing a suite 
of protocols and media that is primarily found in SAN deploy 
ments. The network target adapter 126 may comprise a PC 
host bus adapter (HBA) having the mechanical, electrical and 
signaling circuitry needed to connect the storage system 100 
to a SAN network switch, such as a conventional FC switch 
180. In addition to providing FC access, the FC HBA may 
o?load Fibre Channel network processing operations for the 
storage system. 
The clients 160 generally utilize block-based access pro 

tocols, such as the Small Computer Systems Interface (SCSI) 
protocol, when accessing information (in the form of blocks, 
disks or LUNs) over a SAN-based network. SCSI is a periph 
eral input/ output (I/O) interface with a standard, device inde 
pendent protocol that allows different peripheral devices, 
such as disks 130, to attach to the storage system 100. In SCSI 
terminology, clients 160 operating in a SAN environment are 
initiators that initiate requests and commands for data. The 
storage system is thus a target con?gured to respond to the 
requests issued by the initiators in accordance with a request/ 
response protocol. The initiators and targets have endpoint 
addresses that, in accordance with the FC protocol, comprise 
worldwide names (WWN). A WWN is a unique identi?er, 
e.g., a node name or a port name, consisting of an 8-byte 
number. 
The storage system 100 supports various SCSI-based pro 

tocols used in SAN deployments, including SCSI encapsu 
lated over TCP (iSCSI) and SCSI encapsulated over FC 
(FCP). The initiators (hereinafter clients 160) may thus 
request the services of the target (hereinafter storage system 
100) by issuing iSCSI and PCP messages over the net-work 
165, 185 to access information stored on the disks. It will be 
apparent to those skilled in the art that the clients may also 
request the services of the storage system using other block 
access protocols. By supporting a plurality of block access 
protocols, the storage system provides a uni?ed and coherent 
access solution to vdisks/LUNs in a heterogeneous SAN 
environment. 
The storage adapter 128 cooperates with the storage oper 

ating system 200 executing on the storage system to access 
information requested by the clients. The information may be 
stored on the disks 13 0 or other similar media adapted to store 
information. The storage adapter includes I/O interface cir 
cuitry that couples to the disks over an I/O inter-connect 
arrangement, such as a conventional high-performance, FC 
serial link topology. The information is retrieved by the stor 
age adapter and, if necessary, processed by the processor 122 
(or the adapter 128 itself) prior to being forwarded over the 
system bus 123 to the network adapters 125, 126, where the 
information is formatted into packets or messages and 
returned to the clients. 






























